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Please complete this form for NSW health to access compliance with NSW Health Secure Data Environment (SDE) minimum requirements. When submitting the form, include all the requested documents as attachment and email them to MOH-DataGovernance@health.nsw.gov.au using your SDE Name in the email subject as a reference.

This form has 6 sections and all of them would need to be completed before responding:
1. Secure Data Environment Details
2. Curated Gateway
3. Contained Environment
4. Security Requirements
5. Analytics Enabled
6. Platform Governance


Section1		Secure Data Environment Details
NSW Health Minimum Requirements for Secure Data Environment- Response Template
Response Template version Mar’26

	Organisation Name (SDE Owner):
	 Click or tap here to enter text.

	Secure Data Environment Name:
	 Click or tap here to enter text.

	Key Contacts
	Authorised Person: 
(Has authority to provide responses on behalf of the Secure Data Environment and attest to their accuracy.)
	Contact Person:
(If different from authorised person.)

	- Full Name:
	 Click or tap here to enter text.
	 Click or tap here to enter text.

	- Position (role title):
	 Click or tap here to enter text.
	 Click or tap here to enter text.

	- Email Address:
	 Click or tap here to enter text.
	 Click or tap here to enter text.

	- Phone Number:
	 Click or tap here to enter text.
	 Click or tap here to enter text.

	Date of Response:
	 Click or tap here to enter text.
	 Click or tap here to enter text.

	Note: Do not respond to the requirements until you have read and understood the NSW Health Minimum Requirements for Secure Data Environments Document as published on NSW Health website.



Section2 			Curated Gateway
 					          (Input & Output Gateway)


a) Do all data and file transfers (both incoming and outgoing) go through a curated gateway? If yes, please describe the process including data flow diagrams if available.






b) Is curation managed only by approved users following defined processes? If yes, please explain the process and how this is ensured.






c) Does the gateway support multiple curation models? If yes, please list the models being used and how they are governed.






d) Are all gateway actions and approved files permanently recorded and logged? If yes, please describe the logging mechanism.






e) Is the curation process carried out promptly and with full transparency? If yes, please provide details on how this is achieved.



Evidence Required:
☐Gateway Architecture & Network diagram with hosting details.
☐Logging and audit policy for all ingress and egress data.
☐Curation methods and documented approval process.
☐Sample immutable logs.

Section3				Contained environment

a) Do all data and files remain within designated project workspaces for storage and analysis? If yes, please describe how this containment is enforced.







b) Are project-level and role-based access controls implemented? If yes, please explain how these controls are managed.






c) Does the platform architecture provide transparency to verify compliance with requirements? If yes, please describe how this is achieved.






d) Are actions such as cut, copy, paste, and screenshot capture to or from the environment prevented? If yes, please detail the measures used to enforce these restrictions.






Evidence Required:
☐ Access control policy. 
☐ Workspace isolation methods and design diagram.
☐ Screenshots showing restrictions.

Section4				Secure environment

a) Does the environment adhere to a recognised information security and technology standard? If yes, please specify the standard and provide details.






b) Do security audits, testing, updates, and backups occur regularly, ensuring backups do not violate requirements? If yes, please describe the frequency and processes.






c) Is network access to and from the environment restricted, except where required for functionality? If yes, please explain how this is controlled.






d) Is the environment hosted within Australia, either on physical or cloud infrastructure? If yes, please provide details of the hosting arrangement and if environment can be accessed from outside Australia.






e) Please describe the user authentication methods used.






f) Is encryption applied to all data and files at rest and in transit, including uploads to the gateway? If yes, please provide details of the encryption standards used for all data and file transfers.





Evidence Required:
☐ Certificate of adherence to a recognised information security and technology standard. Acceptable standards include ISO/IEC 27001, IRAP, eHealth NSW PSAF, ASD Essential Eight, NIST SP 800-37 etc.
☐ Latest 2-way (break-in and break-out) detailed penetration test report following Australian Government Information security Manual(ISM)  guidelines on the production instance of the Network, Application and Database. The report must include: 
· Scope and methodology
· Identified vulnerabilities with severity ratings. Vulnerability reporting should be aligned to a recognised format e.g. MITRE ATT&CK, OWASP (for web applications), CVSS v4.x
· Remediation actions and validation status for at least all critical and high-risk findings
· Executive summary
☐ User Access provisioning and review process.
☐ Encryption standards followed (as FIPS 197) and associated policy or documentation.
☐ Backup retention and disposal policy along with how backups can be accessed if required.






















Section5				Analytics enabled


a) Is the environment economically sustainable and capable of offering flexible resource allocation? If yes, please describe how this is achieved.






b) Does the environment deliver sufficient performance to support big data processing and complex analytics? If yes, please provide details.






c) Are common tools, software, and packages provided as standard within the environment? If yes, please list them.






d) Can user specific software be deployed at the discretion of the SDE? If yes, please explain the process.





Evidence Required:
☐ List of Analytic tools and software available for use.
☐ Documentation on resource scalability and performance.
☐ Documentation outlining how requests to use user‑supplied licensed tools or software within the SDE are assessed, approved, and managed










Section6				Platform governance


a) Are roles, responsibilities, governance policies, service expectations, and liabilities clearly defined? If yes, please provide details.






b) Are clear policies and efficient processes in place for user management? If yes, please describe these processes.






c) Are data retention and disposal policies enforced, with differentiation for project, archive, and gateway/audit data? If yes, please explain how this is managed.





d) Is training and support available for users and data custodians? If yes, please describe what is provided.





e) Are processes in place for NSW Health to respond to data breaches, conduct audits, and curate outputs? If yes, please provide details.






f) Are processes established for SDE reporting on projects involving NSW Health data, including breaches? If yes, please describe these processes.






g) Do data custodians, their delegates, or trusted platform administrators load data directly into the environment? If yes, please explain the process and how this is controlled.






h) Is the environment compliant with all relevant legislations? If yes, please specify the legislation and provide details.




Evidence Required:
☐ Platform Governance document including approval processes for data ingress and egress.
☐ Data Access Policy.
☐ Role specific training procedures.
☐ Data Breach response plan.
☐ Data archival, retention & disposal policy.
☐ Detailed procedure on how rapidly NSW Cybersecurity Team will be given access to the platform when responding to data breaches & conducting audits. 
☐ Reporting mechanism to share status of all NSW Health datasets (including the ones archived and deleted)
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