15 Common privacy issues

Sometimes staff require further information about
privacy issues arising in their broader interactions
with other agencies, specific projects or matters
that cut across the HPPs. In recognition of this,
Section 15 provides a guide to some common
privacy issues in NSW Health.

15.1 Third party health care
providers

The HPPs recognise that health care providers
should be able to access personal health
information necessary for ongoing care and
treatment purposes.

Outside these circumstances, however, access must
be sanctioned by one of the exceptions listed in
Health Privacy Principle 11 (see Section 11 Using

and disclosing personal health information

(HPPs 10 and 11)).

The following guidelines are provided to assist
health services to ensure privacy issues are
addressed when disclosing personal health
information to third party health care providers.

15.1.1 Informing patients
Patients should be made generally aware that:

* access to a patient’s health record will be
available to the patient’s treating health care
providers and others who will be involved in their
care within the health system

* it is normal practice to provide the patient’s GP
and other providers involved in ongoing care with
a discharge referral.

The NSW Health Privacy Leaflet for Patients
includes this information.

7
% Further guidance:

* Section 7 Collecting personal health information
(HPPs 1-4)

* Privacy Leaflet for Patients

15.1.2 Health practitioner obligations

Recognition that health care providers involved in
ongoing care may access patient information
ensures service providers have ready access to
information relevant to care. Health care providers
also have both a legal and professional obligation to
ensure they exercise this right appropriately.

15.1.3 Addressing patient concerns

Sometimes, patients may have greater concerns
about how and when some types of information are
made available. This is particularly likely to be the
case in personal health information collected for
services such as sexual health, genetics, sexual
assault, child protection or mental health services.
Health services should be aware of these concerns
and try to address them.

7
% Further guidance:

* Section 15.9 Information-specific laws
and policies

* Your Health Rights and Responsibilities

* Sexual Safety of Mental Health Consumers
Guidelines

15.1.4 Conclusion of care

When an episode of care concludes for whatever
reason (including the death of a patient), the right of
access by a health practitioner to the health record
is normally terminated at the same time.

Access may still be authorised for purposes other
than patient care, such as clinical audit or research,
provided the purpose falls within the HPPs.

15.1.5 Discharge referrals to GPs and others

It is standard practice to provide a patient’s GP and
other external health care providers involved in
ongoing care, (for example, community health
services, early childhood health services) with a
discharge summary.

Admission processes are relied upon to check the
accuracy of a patient’s GP details on each
admission. In circumstances where an error is found
within a discharge summary, the revised summary
should be re-issued to the correct GP.

Where GPs or other providers request access to the
patient’s personal health information more than 3
months after their discharge or conclusion of care,
extra care must be taken to ensure that access is
being sought for ongoing care purposes. Either the
request must be made in writing stating the purpose
for access and this request stored as part of the
patient’s health record, or the circumstances of the
request must be fully documented on the patient’s
health record.
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15.1.6 Records of a patient’s family members

Requests by health care providers for access to the
health records of their patient’s family members
must be managed like any third party, genetic or
compassionate access request or be accompanied
by the written consent of the person to whom the
health record relates (or an authorised
representative).

2)
Cé Further guidance:

e Section 5.6 Authorised representative
¢ Section 11.2.3.5 Genetic information

* Section 15.9.3.3 Third party access - genetic
relatives

* Section 11.2.10 Disclosure on compassionate
grounds

* Section 12 Patient access and amendment (HPPs
6, 7 and 8)

15.2 Requests from state and
federal police

15.2.1 Where disclosure to police is
authorised by patient

All access requests to the health record should be
referred to the Health Information Service.

Where a patient has authorised the police to have
access to information from the patient’s health
records, the records can be provided to the police
following receipt of a written request by the police
and a documented patient consent. The health
information should be assessed, and the disclosure
limited to fit the terms of the request and consent.
Clinical staff should liaise with the Health
Information Service, or facility equivalent, prior to
release of information to police.

For considerations concerning records relating to
domestic or family violence, child protection or
sexual assault, contact PARVAN Prevention and
Response to Violence, Abuse and Neglect.

15.2.2 Where access is not authorised by
patient

Section 11.2.8 provides detailed guidance on where
the Health Records and Information Privacy Act 2002
allows law enforcement agencies, including the
police, to access personal health information.

This guidance should be followed where the
patient has not consented or has refused to
release their information.

15.2.3 Search warrant

Compliance with a search warrant is required by law
and record keepers are advised that they should
inform their immediate supervisor of any official
demand for access to information.

Z)
Cé Further guidance:

* Section 11.2.8 Law enforcement agencies,
including police

* Section 11.3.7 Search warrants and subpoenas

15.2.4 Police interviews
15.2.4.1 Interviews with patients

Except in the case of declarations from dying
patients, permission to interview a patient should
only be given where the patient agrees and where
the treating health practitioner is of the opinion that
the patient’s medical condition permits the conduct
of an interview.

Consideration should also be given to other factors
such as the needs of other patients who may be in
the same room, infection control issues and staff
handover times. The police visit should be
documented in the health record.

15.2.4.2 Interviews with patients under the age of 16

If a patient is under the age of 16, a parent or legal
guardian should be present during police interviews,
unless the circumstances of the matter require that
the parent or legal guardian are not informed in
which case another responsible adult should be
present. Alternatively, where appropriate, a parent
or legal guardian can give permission for another
person to be there.

Special procedures apply in the case of interviews in
child abuse cases. Where a parent/guardian is
suspected of sexual assault, see The Joint Child
Protection Response Program, local planned

response.
If the patient is 16 or over, they can nominate an

independent adult to be present during any police
interviews.

15.2.4.3 Interviews with victims of sexual assault

Where police wish to interview the victim-survivor of
a sexual assault, the relevant local Sexual Assault
Service should be contacted. Police usually take
witness statements at police premises, but where
appropriate and negotiated in advance a statement
may be taken in another safe setting, such as at a
sexual assault service.
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15.2.4.4 Interviews with staff

Where police wish to interview staff in relation to a
matter unrelated to their work (for example, they
may have witnessed a car accident or a crime), the
health service will have no involvement in any
interview, as it is a matter between the staff
member and police.

Where police seek to conduct an interview about an
incident related to the health service (for example,
in relation to a coronial matter or an assault on
hospital premises), the staff member should be
advised to inform their supervisor, representative
organisation (union or medical defence
organisation, for example), and the medico-legal
team, and a support person should be offered.

Z)
% Further guidance:

e Section 11.2.3 To prevent a serious and imminent
threat to health or welfare

* Section 11.2.8 Law enforcement agencies,
including police

* Section 11.3.4 Reporting ‘serious criminal
offences’

15.3 Violence, abuse and neglect

The protection of personal health information is of
critical importance for victim-survivors of violence,
abuse and neglect. Inappropriate access, use or
disclosure of their information can further
compromise their safety. Appropriate collection,
use and disclosure of health information supports
integrated and trauma-informed responses to
violence, abuse and neglect both between and
beyond health services. This includes ensuring that,
when necessary, files can be located by NSW
Health services and opportunities for service
collaboration can be identified.

Health service policies are in place for the
management of information within dedicated
Violence, Abuse and Neglect (VAN) services and
linkages with other health records systems.

Where health workers identify the need for
increased safeguards to protect against
inappropriate access and use of a particular
person’s health information, liaison with Health
Information Managers and VAN services assists in
mitigating risk. An example of this is where the
alleged perpetrator of family violence is a NSW
Health worker and could potentially access the
survivor’s files.

15.3.1 Child Protection Counselling Records

NSW Health has special policies for Child
Protection Counselling Service (CPCS) records.
In accordance with these policies, the following
applies:

* Child Protection Counselling Service records are
generally maintained separately from the general
health record

* Child Protection Counselling Service records can
be linked to the general health record only via a
notation that a ‘confidential health record exists’

» Access to the content of the record for care and
treatment purposes is restricted. Access must be
sought via a designated contact in the Child
Protection Counselling Service, who in turn will
seek patient consent.

15.3.2 Sexual Assault Services and
integrated Violence, Abuse and
Neglect services

NSW Health has special policies for the records

of Sexual Assault Services and integrated Violence,
Abuse and Neglect (VAN) Services responding to
more than one form of violence, abuse and neglect
including sexual assault. In accordance with these
policies, integrated VAN Services operate as Sexual
Assault Services, and the following applies:

* Sexual Assault Service records are generally
maintained separately from the general
health record.

* Sexual Assault Service records can be linked to
the general health record only via a notation that
a ‘confidential health record exists’ or for an
Emergency Department presentation

‘Patient presented and disclosed sexual assault.
Referred to Sexual Assault Service for review
following medical clearance’.

* Access to the content of the record for care and
treatment purposes is restricted. Access must be
sought via a designated contact in the Sexual
Assault Service, who in turn will seek patient
consent.

Counselling records relating to sexual assault may
also be subject to sexual assault communications
privilege (SACP). See section 15.13.3 on Sexual
Assault Communications Privilege, which sets how
to define, manage and store SACP records.

NSW Health | Privacy Manual for Health Information

91



Z)
Cé Further guidance:

* Responding to Sexual Assault (adult and child)
Policy and Procedures (PD2020_006)

e Child Protection Counselling Services Policy and
Procedures (PD2019_014)

e Child Wellbeing and Child Protection Policies and

Procedures for NSW Health (PD2013_007)

¢ NSW Health policy directive ‘Subpoenas’
(PD2019_001)

¢ Child Wellbeing and Child Protection - NSW
Interagency Guidelines

* Legal Aid Subpoena Survival Guide on Sexual
Assault Communications Privilege (SACP) Service

e Section 12.5.3 Department of Communities
and Justice

* Section 11.3.7 Search warrants and subpoenas

15.4 Health examinations of school
children

Parental permission for health examinations of
school children is usually recorded by the parent’s
signature on the school health card following a
statement of consent to the examination.

The results of vision and hearing tests and other
health findings cannot be communicated to
teachers or recorded on the Education Department
Pupil Record Card unless additional consent is
obtained, or this was provided for in the original
consent advice.

Special procedures apply for parental permission
for vaccination of school children.

Z)
Cé Further guidance:

* NSW Health School vaccination program consent

materials

15.5 Use of interpreters

Patients whose preferred language is a language
other than English should be informed in their own
language of their rights to access their health
records. Similarly, patients who are hearing impaired
should have access to an AUSLAN interpreter.

Professional interpreters should be made available.
This is particularly important where the information
to be discussed is complex, likely to be considered
sensitive by the patient or where the patient may be
at risk of harm, for example, if they are a victim of
domestic violence or sexual assault. The gender of
the interpreter should also be taken into
consideration, where appropriate.

Health staff may need to request the services of an
interpreter if they have difficulty understanding a
patient or are unsure about whether the patient has
understood information given to them.

When collecting information or seeking consent for
the use of data, a professional interpreter should be
used to ascertain the wishes of the patient and
obtain informed consent if appropriate.

When providing the Privacy Leaflet for Patients (see
Section 7.4.5), consideration should also be given to
giving the patient a translated copy.

Interpreters are required to keep confidential any
personal information they may access in the course
of their duties.

Z)
Cé Further guidance:

* Interpreters - Standard Procedures for Working
with Health Care Interpreters (PD2017_044)

* NSW Health Policy Directive Domestic Violence -
Identifying and Responding (PD2006_084)

15.6 Legal claims and insurance

15.6.1 Claims manager and Treasury
Managed Fund

Cooperation is to be afforded where the health
service has sought cover from the NSW Treasury
Managed Fund (TMF) in response to an actual or
anticipated legal claim. Access to personal health
information which is relevant to the claim may be
provided to the solicitor acting on behalf of a Local
Health District or Specialty Network, in cases
covered under the Treasury Managed Fund
Statement of Cover.

Such access does not require authorisation from
the patient. The District’s Risk Manager and
Hospital Executive Managers should be informed of
such requests.
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15.6.2 Patient’s legal representative

Where the patient’s legal representative has been
authorised to view the complete health record of a
patient, the health care facility should make such
access available within facility premises.

If requested, the facility should attempt to provide
photocopies. Such photocopying is to be at the
expense of the legal representative and charged at
current rates, as set out in the relevant Information
Bulletin.

Z)
Cé Further guidance:

* Health Records and Medical/Clinical Reports -
Charging Policy (PD2006_050)

» Health Records and Medical/Clinical Reports -
Rates (IB2019_036)

15.6.3 Patient’s insurer

Where the request is made for information related
to an insurance or compensation claim, a photocopy
of the insurance application or compensation claim
form, signed and dated within the past 12 months
by the client/patient, containing the patient’s
consent to disclosure, is sufficient authority for the
release of relevant health records or a summary of
injuries (discharge summary).

It will normally be sufficient for the health service
to provide a medical report or summary of injuries
for such claims to be processed. If further
information is requested, only relevant sections
of the patient’s health record may be provided.

Patient consent is required for disclosure of
additional health records.

Z)
Cé Further guidance:

e Section 11.2.1 Directly related purpose
* Section 11.2.2.1 Where a third party seeks access

15.6.4 NSW Motor Accident (Compulsory
Third Party ‘CTP’) Claims

The Motor Accident Injuries Act 2017 establishes

a compensation scheme for people injured in
motor accidents in NSW. The legislation promotes
rehabilitation and recovery, and insurers are
required to proactively support the claimant

to optimise their recovery and return to work
expeditiously.

Persons injured in a motor accident are entitled to
statutory benefits in the form of weekly income
support and payment of medical expenses for up
to 12 months, regardless of fault. Whether the
injured person will receive benefits beyond 12
months will be dependent on whether the injured
person was at fault and whether the injuries
suffered reach the threshold of severity.

A copy of the consent to disclosure, signed and
dated by the patient or representative, is sufficient
authority for the release of relevant health records.
CTP insurers have agreed to provide this consent
document to health services on request. It will
normally be sufficient for the health service to
provide a medical report or summary of injuries for
such claims to be processed. Sometimes additional
health information is required to properly manage
the rehabilitation of the injured person. If further
information is requested, only relevant sections of
the patient’s health record may be provided.

7)
Cﬁ Further guidance:

» State Insurance Regulatory Agency (SIRA)
Information Sheet: Invoicing information for
NSW Health doctors (patients injured in motor
vehicle accidents)
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15.7 Enquiries about hospital
patients, including media

15.7.1 Enquiries about patients

A health service may neither confirm nor deny the
current or past presence of a person, unless the
enquirer already knows that the patient is present.

Where staff are satisfied the enquirer knows the
patient is present, they may indicate ward details,
provided they believe that to do so would not be
contrary to the interests of the patient. If in doubt,
or where there is evidence, the patient may be at
risk, the patient should be consulted prior to details
being provided to a third party.

If the enquirer is requesting information about the
patient by telephone, the staff member should make
reasonable attempts to contact the patient and
transfer the telephone call to the patient, or to
request that the patient returns the call.

Where a patient requests that no information be
released, or that information be released only in
certain circumstances, such as in an immediate
post-operative period, this request should be
complied with, and any patient lists used by the
enquiry section may be modified accordingly.

15.7.2 Other safeguards for enquiries
sections

Health services should ensure that patient lists used
by enquiries sections do not include diagnosis and
are kept out of view of the public. Where possible,
wards should be identified by name, letter or
number rather than by specialty (for example, Ward
A instead of psychiatric ward, colorectal unit etc.).

15.7.3 Media queries

No personal health information about a patient
should be released to the media without the consent
of the patient. If the patient is conscious and can
communicate, the patient should be asked whether
information may be disclosed. If the patient is
unconscious or is otherwise lacking capacity, their
‘authorised representative’ (see Section 5.6) must
consent before information is disclosed.

Any decision to disclose material held on a
deceased patient should also have due regard to
any view expressed by the patient to staff prior to
death, either in writing, or as recorded in the
patient’s health record.

15.7.3.1 Responsibility for media liaison

All media enquiries should be directed to the health
service’s Media Unit. A designated Media Liaison or
Public Affairs Officer should always be the first
point of contact for the media. A Media Officer from
the Ministry of Health is available via the on-call
24-hour media pager. Health services also have an
on-call Media Liaison Officer.

15.7.3.2 Accident victims

Information released about accident victims should
be limited to broad, de-identified information, such
as the number of casualties, sex, approximate age

and whether injuries are critical, serious or minor.

Z)
Cé Further guidance:

* NSW Health Public Communication Procedures
(PD2017_012)

15.7.3.3 Information about health practitioners

Information provided to a media agency regarding a
patient should not refer to a health practitioner in
private practice.

If information is released to a media agency, only
information about health practitioners working for
the health service may be released.

15.7.3.4 Recordings of patients, including
photography, sound and video recordings for
media purposes

Recordings of a patient, including photography,
sound and video recordings, should not occur
outside clinical care requirements unless the
patient requests this or agrees in writing.

The patient should be informed about the purpose
of the photography, sound or video recordings, for
example, therapy, health promotion, publicity etc.

7
% Further guidance:

* NSW Health Public Communication Procedures
(PD2017_012)
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15.8 Fundraising

15.8.1 Consent for uses or disclosures for
fundraising or publicity purposes

Personal health information should not be used or
disclosed for the purpose of fundraising or gaining
public support unless there was a specific consent
from the patient at the time of collection of that
information, for example, as part of the admissions
process, or unless the patient has subsequently
been provided with information about the
fundraising and they have signed and returned a
consent form. The right to withhold consent should
be made clear at the time such consent is sought
and the patient should be informed that their
access to health care will not be affected in any
way, should they choose not to participate.

Patients have a right to withdraw consent and to
have their names and addresses removed from any
lists held. Health services should ensure:

* direct mail contains a statement of the
addressee’s right to have his/her name removed
from mailing lists

* correspondence clearly displays the name and
full address of the sender

* patients are made aware that if their withdrawal
of consent is received after the mailout has been
sent, they may receive one final correspondence.

Committees involved in fundraising and/or public
support campaigns should ensure that names and
addresses are deleted from mailing lists promptly
when requested.

2)
Cé Further guidance:

¢ Section 5.4 Consent

15.8.2 Use of mailing lists

A mailing list should not be used for any purpose
other than that for which it was compiled unless
further consent is obtained from each person on
that list. Mailing lists should be accurate, complete
and up to date. When no longer current, lists should
be properly disposed of (see Section 9.1 Retention
and disposal of personal health information).

A mailing list should be securely stored and should
remain at all times in the custody of the health
service which originally compiled the list. A member
of a fund-raising committee may not have access to
mailing lists held by that committee once they have
ceased to be a member of the committee.

Committees are not to release identifiable
information to, or exchange such information
with, any third party.

15.8.3 Organisations with a commercial
interest

Information regarding patients must not be
provided to organisations which may have a
commercial interest in such information, even
though it may be sought ostensibly for the purpose
of offering assistance or advice.

15.9 Information-specific laws and
policies

All personal health information is generally
considered to be sensitive personal information,
which a patient will generally expect to be shielded
from public disclosure. The terms of the Health
Records and Information Privacy Act 2002 are based
on adopting and reflecting these expectations.

As noted in Section 11.2.1, sometimes patients will
have different expectations about how some of
their personal health information will be used or
disclosed. These expectations can be based on
their own cultural or personal background, family
situation, a feeling that certain information is
particularly stigmatising, or additional legal
restrictions imposed on use or disclosure. Some
common examples include services provided to
patients by specialist genetics services, drug and
alcohol services or sexual health services and the
special restrictions which apply by law to the
release of adoption and organ donation information.

NSW Health has issued a number of statewide
policies to guide staff on management of personal
health information in some of these circumstances.
These are summarised below, with information on
the relevant laws and policies included. Staff are
advised to access these policies for more detailed
guidance on the particular areas.

15.9.1 Aboriginal health information

The Aboriginal Health and Medical Research
Council of NSW (AHMRC), the peak body
representing Aboriginal Community Controlled
Medical Services in NSW, developed the NSW
Aboriginal Health Ethics Guidelines: Key Principles,
to ensure that research impacting Aboriginal
people and communities is undertaken in
partnership, in a culturally safe way that fully
considers those it may affect.

The guidelines provide a framework of ethical and
culturally sensitive protocols for the collection and
use of personal health information relating to
Aboriginal people in NSW.
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Z)
Cé Further guidance:

* NSW Aboriginal Health Ethics Guidelines:
Key Principles

* Centre for Aboriginal Health, NSW Ministry
of Health

15.9.2 Adoption information

Any application by a person involved in an adoption
for access to adoption-related information
(including birth-related information) should be
referred to the Adoption Information Unit,
Department of Communities and Justice (DCJ).

Where a request is received from a person or
organisation other than DCJ, the facility should
contact DCJ to establish the bona fides of the
inquirer before releasing the information.

To prevent matching of adopted persons or
adoptive parents with biological parents in health
records, copies of correspondence should be kept
physically separate from the biological parents’
health records.

Z)
% Further guidance:

* Adoption Act 2000 - Release of Information
(PD2016_036)

15.9.3 Service-based policies
15.9.3.1 Genetics services

Genetic healthcare information collected by NSW
Health services often includes a family tree with
details that may infer information about the health
status of other relatives, sometimes without their
knowledge or consent. All genetic healthcare
records should be stored securely. Genetic health
records are typically kept long-term, as family
health tree information can be valuable for genetic
relatives including future generations.

15.9.3.2 Third party access - insurers
and employers

The results of predictive or pre-symptomatic testing
generally relate to healthy people but may indicate
risk of developing a disorder in later life. If access
to predictive test results is requested by third
parties, such as insurers and employers, patient
consent must be sought prior to disclosure. There

is no obligation on a health practitioner to disclose
information to such a third party.

15.9.3.3 Third party access - genetic relatives

Where a health practitioner anticipates a situation
where information will be obtained from a patient

which may be of interest or potential benefit to
other family members, he or she should discuss
this with the patient prior to treatment being
commenced or as part of protocols for ordering
tests. Through counselling, individuals should be
encouraged to accept their own responsibilities
with regard to the information needs and rights
of others.

The Health Records and Information Privacy
Act 2002 allows for the disclosure of genetic
information to genetic relatives without patient
consent, albeit in very limited circumstances, in
accordance with guidelines issued by the NSW
Information and Privacy Commission.

Z)
Cé Further guidance:

* Section 11.2.3.5 Genetic information

* NSW Genetic Health Guidelines: Use and
disclosure of genetic information to a patient’s
genetic relatives: Guidelines for organisations in
NSW October 2014 (NSW IPC)

* NHMRC Guidelines for Genetic Registers and
Associated Genetic Material (1999)

* NHMRC Use and disclosure of genetic information

to a patient’s genetic relatives under Section
95AA of the Privacy Act 1988 (Cth) (2014)

15.9.3.4 Sexual assault services

Health services have local policies for the
management of information collected by NSW
Sexual Assault Services. See: 15.3 Violence,
Abuse and Neglect.

15.9.4 Service-based practices

Policies for dealing with the collection of personal
health information by stand-alone drug and alcohol
or sexual health services are generally developed at
the operational level. Staff should contact the local
service for further details on how health records are
managed both in hard copy and as electronic health
records.

Patients attending these types of stand-alone
services will often have expectations about how
their information has been used. As a result, many
of these services have developed specific practices
in the management of the personal health
information they collect.

7)
Cﬁ Further guidance:

* Section 16 Electronic health information
management systems.
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15.9.4.1 Sexual health services

Some sexual health services are provided as stand-
alone services, not integrated into a general
hospital, and therefore patients may have the
expectation that these records are held separately
to any general health records relating to them, and
that these records would not be shared with staff
outside the health service without their consent.
Most sexual health services have policies which rely
on extensive patient consents to determine how and
when information about the services received by a
patient can be disclosed.

Where sexual health service records are part of the
District’s electronic health record system, auditing
which targets access to these records is an
appropriate system support for protecting privacy of
sensitive information.

Staff should refer to local policies with regards to
the management of electronic health records.

In addition, the Health Records and Information
Privacy Act 2002 allows for disclosure for emergency
purposes (see Section 11.2.3), and with lawful
authorisation (see Section 11.3). Other exemptions
listed in Section 11 also continue to apply.

Special statutory restrictions are also imposed on
access to information about a person’s HIV status
under the Public Health Act 2010.

7
% Further guidance:

e Section 4.1.3 Public Health Act 2010

* Section 11.2.3.3 Public Health Act 2010 -
Notification of public health risk

* Section 15.9.6 Managing public health risks

e Section 16 Electronic health information
management systems

15.9.5 Organ and tissue donor information

To protect the privacy of grieving relatives of a
recently deceased donor, it is not permissible to
disclose any information which could enable the
identification of the donor of a transplanted organ
or tissue.

Issues relating to the disclosure of information in
such cases are comprehensively dealt with under
section 37 of the Human Tissue Act 1983. Under
this provision the identity of the donor and
recipient of transplanted tissue (whether living or
deceased) must not be disclosed except in the
following circumstances:

¢ with the consent of the person to whom the
information relates, or in the case of a deceased
person, the authorised representative of the
deceased person (see Section 5.6)

* in connection with the administration or execution
of the Human Tissue Act 1983

* in connection with research which has Human
Research Ethics Committee (HREC) approval

» for the purposes of any legal proceedings or
reporting of such proceedings

* with other lawful excuse.

Z)
Cé Further guidance:

* Organ and Tissue Donation, Use and Retention
(PD2022_035)

15.9.6 Managing public health risks

The Public Health Act 2010 establishes a range of
provisions which impact on the management of
personal health information. These provisions
ensure the Secretary, NSW Health, has appropriate
powers to act when a matter involving risk to public
health arises (such as outbreaks of food poisoning
or disease).

15.9.6.1 Reporting of certain medical conditions
and diseases

The Public Health Act 2010 also establishes
requirements for doctors, hospital Chief Executive
Officers and laboratories to notify certain diseases
to Public Health Units.

7
% Further guidance:

* Notification of Infectious Diseases under the
NSW Public Health Act (IB2013_010)

* Notifiable Conditions Data Security and
Confidentiality (PD2012_047)

* NSW Health Infectious diseases
* Section 4.1.5 HIV/AIDS-related information

* Management of People with HIV Who Risk
Infecting Others (PD2019_004)

» Tuberculosis Management of People Knowingly
Placing Others at Risk of Infection (PD2015_012)

* Management of health care workers with a blood
borne virus and those doing exposure prone
procedures (PD2019_026)

* Public Health Act 2010
* Public Health Regulation 2012
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15.9.6.2 Contact tracing

Contact tracing involves informing a person that
they may have been at risk of infection because
they were in contact with a person with a
communicable disease. Decisions in relation to
contact tracing are based on a number of factors,
including consideration of the risk of exposure and
the nature of the disease.

For those conditions followed up by public health
units, contact tracing is undertaken confidentially
and all efforts are made to protect the identity of
the person with the communicable disease. This
person is referred to as the ‘index case’.

Under clause 61 of the Public Health Regulation
2022, the Secretary, NSW Health (or delegate) or
attending medical practitioner may notify a person
who is believed to have been in contact with a
person suffering from a specified medical condition
of measures to be taken (for example, diagnosis,
treatment and prevention) to prevent further
transmission of infection.

The identity of a contact may be obvious to the
person being notified, however, the terms of the
regulation still enable contact tracing to proceed.
While in such cases the health service involved
would not be in breach of patient privacy, the health
service should make every effort to protect the
identity of the index case wherever this is possible
within the scope of contact tracing.

In situations where authorisation has been given for
contact tracing without the consent of the index
case, it is appropriate for the index case to be
informed of this and given a final opportunity to
provide consent.

2)
% Further guidance:

* Tuberculosis contact investigations (GL2019_003)

* Management of People with HIV Who Risk
Infecting Others (PD2019_004)

Contact: Local Sexual Health Clinic or
Public Health Unit.

15.9.6.3 Undertaking public health inquiries

Section 106 of the Public Health Act 2010 gives the
Secretary, NSW Health (or delegate) broad powers
to inquire into any matter relating to the health of
the public. A person authorised by the Secretary
(or delegate) for the purposes of such an inquiry is
entitled to enter premises, inspect and copy health
records. These powers can only be exercised where
the person has been issued with a Certificate of
Authority by the Secretary, NSW Health (or
delegate) under section 106 of the Act.

15.10 Deceased patients

Privacy law continues to apply to the information of
a deceased person for 30 years after their death.

When dealing with the information of deceased
persons, a health service should have regard to:

* special provisions allowing disclosure of
information for compassionate purposes (see
Section 11.2.10)

» other grounds allowing use or disclosure of
health information under HPPs 10 and 11

* provisions for access to information held by a
health service provided for under the Government
Information (Public Access) Act 2009

Any decision to disclose material held on a
deceased patient should also have due regard to
any view expressed by the patient prior to death,
either in writing, or as recorded in the patient’s
health record. This would include any advanced
directive, such as an Advanced Care Directive,
made by the patient.

7
% Further guidance:

* Section 11.2.10 Disclosure on compassionate
grounds

* Chapter 12 Patient access and amendment

15.11 Virtual Care (Telehealth)

Virtual care image transfer and clinical
consultations follow the same privacy rules as face-
to-face consultations, and therefore the principles
contained in this Manual can be applied to virtual
care consultations.

While the same principles apply, clinicians should
have clear guidance on how to manage, use and
disclose any identifiable patient or third-party
images they have access to when using virtual care
technologies. Further guidance can be provided by
the Privacy Contact Officer or local Virtual Care/
Telehealth Manager.

There are circumstances where patients will see

a contracted third party for the delivery of virtual
care. In some of these circumstances, the personal
health information that is collected may be
recorded in NSW Health patient records, as well
as in external records that NSW Health does not
control. Such records may be held by treating
clinicians from private practices.. Clinicians should
inform patients where these circumstances apply.
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There may also be circumstances whereby patients
are referred to external virtual care services.
Referrers should be clear when this applies, and
patients should be informed that their personal
health information will not be managed by

NSW Health.

Written consent to receive a virtual care service is
only required if consent is normally required for
face-to-face sessions or for research. If a virtual
care session is to be conducted as part of a research
activity, a research ethics application will determine
and provide approved documentation.

Video or sound recordings of virtual care
consultations generally should not be made, in the
same way that such recordings are generally not
made for face-to-face consultations. If it is proposed
that a consultation be recorded, verbal or written
patient consent must be obtained and documented
in the record. Recordings which capture personal
health information are subject to strict storage and
retention rules as set out in the State Records Act
1998 and the Health Records and Information Privacy
Act 2002 (see Section 9 Retention, security and
protection (HPP 5]).

Documentation requirements for virtual care are the
same as for in-person care. A patient’s health record
should be updated at all points of care, including the
modality used and the participant details. If virtual
consultations take place while the clinician is in the
field, patient information must be documented and
transmitted using an approved secure platform.
Consult the Health Information Manager for advice
on local procedures and policies.

Guidance on the use of telehealth when working
with victim-survivors of violence, abuse and neglect
is available from the NSW Health Violence, abuse
and neglect and telehealth webpage.

Z)
Cé Further guidance:

* ACI Virtual Care Team, NSW Agency for Clinical
Innovation (ACI)

¢ ACI Virtual Care in Practice

* Ministry of Health Virtual Care Resources

* Section 9.2.3.3 Messaging and Collaboration
tools

* Section 9.2.2 Images, photography

15.11A Recording online meetings
involving patient health information

To minimise privacy risks, online meetings involving
discussion of health information should not
generally be recorded unless there is a strong
justification. Before choosing to record meetings
that may include discussion of identified patient
health information, health organisations must ensure
there is a legitimate purpose for doing so. Recording
meetings merely because the functionality is
available may result in the unnecessary collection of
health information and other sensitive or
confidential information. If a case conference is
recorded for note taking purposes, the recording
must be deleted as soon as the minutes are
finalised.

Meeting recordings may be considered ‘State
Records’ under the State Records Act 1998.
Therefore, local business rules should be developed
for the management of these recordings consistent
with State Records Act 1998 requirements.

Care should be taken in relation to any recorded
meetings related to patient care. Relevant health
information, including any decisions made in the
meeting regarding diagnosis, treatment and clinical
management, must be maintained in patient records.
Recordings of discussions between clinicians
related to a patient’s care should not be stored
separately from the patient record. The discussion
should be documented in the patient record and the
recording should be deleted or retained as an
electronic file in the patient record.

Care will also need to be taken with any identifiable
patient images to ensure they are not used or
disclosed outside the clinical purpose and that they
are stored and deleted appropriately.

In the case of meetings where a patient’s health
information is discussed for other purposes, such as
quality assurance or clinical supervision, different
considerations apply. In many cases, recordings will
not need to be retained once minutes are finalised
and should be permanently deleted. Recordings of
significant discussions that are not separately
documented may need to be retained as State
records in the relevant records management system.

If participants want to distribute the recording
outside the meeting group, the meeting host should
be contacted for advice on consent, where the use
or disclosure is not otherwise lawfully authorised.

Staff should also be aware that they have obligations
under the Surveillance Devices Act 2007 and covert
recordings can only be used legally in very limited
circumstances.
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Users must be notified that a meeting will be
recorded prior to the event. This provides
participants time to express any reasonable
objections and for the convenor of the meeting to
confirm the confidentiality obligations of the
meeting if any patient images or medical records
are being shared.

Users should also be offered alternative ways
to participate in the meeting if they do not want
to be recorded.

This might include allowing the use of the audio
function in a meeting, so participants are not
videoed; or allowing use of the mute function
if participants would prefer to comment via the
chat function.

Staff names may still appear as participants in the
recorded meeting group (even if sound is muted and
video is off) but this information is generally not
regarded as personal information (see Section
12.3.1.1).

2)
Cé Further guidance:

e Section 9.2.3.3 Collaboration tools
* Section 15.11 Virtual care (Telehealth)

* NSW Health Video Conferencing Platforms
Guideline

15.12 Community health records
15.12.1 Group houses/hostels

Comprehensive health records of patients residing
in group houses or hostels should continue to be
maintained and securely stored.

The non-institutional nature of group houses and
hostels present challenges for managing the
privacy of health information and special
precautions should be taken to ensure that patient
privacy is maintained.

Health records should be stored in a secure place,
inaccessible to patients and visitors. Health records
maintained and kept at the home/hostel should be
limited to:

* registration book: content may vary but should
include identification data and referrals accepted
and refused

* daybook

e card index or mini file: should include
identification data, referral information and
medication details.

15.12.2 Group sessions

Individual patient intake forms (or equivalent) should
be placed behind a chart divider to separate them
from the group form and protect the privacy of each
patient or there should be an electronic alternative
to securing the different records.

15.12.3 Family consultations

In the case of family consultations, information on
other family members may be recorded in the health
record of the family member who is the patient.
Extreme care should be taken to safeguard the
privacy of other family members.

Information about family members, or other third
parties, which the patient (or person seeking access
to the health record) may be unaware of, must not
be disclosed without consent from that individual.

Where multiple family members are patients of the
health service, family records must be maintained as
individual records.

Where release of information on an individual has been
appropriately authorised, care should be taken to
ensure that only information relating to the specific
episode indicated by the individual patient is released.

In circumstances where access is sought for
information relating to group sessions and the
participants consent has not been obtained, a GIPA
application would be the most appropriate way to
manage such a request. However, this does not
guarantee access to the information. The agency
will need to consider the application, and where
appropriate consult with any third parties if
practicable, so that any relevant public interest
considerations for and against disclosure can be
determined.

Z)
% Further guidance:

* Section 11.2.3.5 Genetic information
* Section 15.9.3.1 Genetics services
* Client Registration Policy (PD2007_094)

* See Section 4.2.2 Government Information (Public
Access) Act 2009
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15.13 Maintaining the health record

This section is designed to provide guidance on key
obligations in managing the health record. It is the
responsibility of the record keeper to ensure
compliance with those provisions of the Health
Records and Information Privacy Act 2002, and this
Manual which apply to health records. Also refer to
Section 9, and Section 16 of this Manual.

Clearly visible privacy notices should be attached to
health records or flagged in electronic systems.

15.13.1 Quality of health records

The health record should comply with the security
requirements of Section 9 of this Manual and be
sufficiently detailed and comprehensive to:

* provide effective communication to health care
providers

* provide for a patient’s effective, ongoing care

* enable evaluation of the patient’s progress and
health outcome

* retain its integrity over time.

Because the primary purpose of keeping health
records is to enable better patient care, it is important
that the information in health records is current, clear,
accurate, complete and readily available.

A number of documentation models exist, and
practices may vary according to local needs.
Whatever model or method is used, the health record
should be clear and comprehensible to others.

15.13.2 Accuracy and completeness

To ensure that the health record is accurate and
complete:

* information should be recorded at the time of
consultation or procedure or as soon as it
becomes available

* entries should generally be made by those
collecting the information or present when the
information was collected

* each entry should be signed by the clinician, their
designation, the date and time clearly legible;
electronic signatures must be managed with care
to ensure equivalent accuracy is maintained

e alterations or deletions should not be made;
original incorrect entries should not be erased but
lined through so the original entry remains
readable, and such action should be explained
and signed

* the senior treating health practitioner should
periodically review the health record for
correctness

» there should be an audit trail for electronic
health records.

2)
Cé Further guidance:

* Section 10 Accuracy
* Section 16.3.4 Auditing

* Health Care Records - Documentation and
Management (PD2012_069)

* NSW Health Patient Matters Manual, Section 9

15.13.3 Control of health records

Control over the movement of health records is of
the utmost importance. An adequate health record
tracking system, tailored to local needs, is essential
to facilitate prompt record location and ensure that
patient care does not suffer, and privacy is not
breached.

Systems for transporting health records within a
health service should be well supervised to ensure
that health records are not accessible by
unauthorised persons.

No health record should be removed from its home
location without the following details being
recorded in an appropriate system:

* health record number
* patient name
» destination/location of the health record

* person responsible for/in possession of the health
record or, data custodian for the paper or
electronic health record system where the record
has been relocated

* date health record was removed

Records subject to the Sexual Assault
Communications Privilege should be marked
confidential and transported in sealed envelopes or
other secure electronic file systems.

Similar principles apply to the movement of
electronic record systems. Appropriate checks and
governance should ensure that electronic systems
are secure and managed to prevent any
inappropriate access during any transfer of
information. Also, that information does not remain
accessible after it has been removed.

eHealth NSW'’s approved secure file transfer (SFT)
software for all NSW health organisations is
available on the eHealth NSW intranet. It should be
used where sending and/or transferring patient
health information.
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Z)
Cé Further guidance:

* NSW Health Electronic Information Security
Policy Directive (PD2020_046)

¢ Communications - Use and Management of
Misuse of NSW Health Communications Systems
(PD2009_076)

¢ Health Care Records - Documentation and
Management (PD2012_069)

* Section 9.2.4 Secure File Transfer (SFT) and other
systems

15.13.4 Removal

Health records should be kept under adequate
security as outlined in Section 9 of this Manual and
the original only removed from the control of the
health service upon receipt of a court subpoena,
summons, statutory authority, search warrant, or a
coronial subpoena or notice to produce (see Chapter
9 of the Patient Matters Manual) or by order of the
Secretary, NSW Health.

Whenever the original health record leaves a health
service, a copy of that record should, where
possible, be made beforehand and kept.

15.13.5 Transfer

If it is necessary to transfer a paper-based health
record outside the health service it should be
transferred under seal, marked ‘confidential’ and
where possible sent by courier.

Where health records are transported by staff
members, for example as part of a Community
Health Service, care must be taken to ensure
records are not in public view and should be
securely transported in a closed non-transparent
container.

It is the responsibility of the staff member who
receives the health record to ensure it is kept in

a secure location to prevent loss and unauthorised
access. A register should be kept of the records
showing when and to whom they are released

and returned.

Electronic transfer of health records must also

be secure. Health services should not transfer
electronic health records by posting data stored on
a USB stick. Health services should consider the use
of secure file transfer software approved by eHealth
NSW for this purpose.

Z)
Cé Further guidance:

* Section 9.2.4 Safeguards when delivering and
transmitting information

* Section 9.2.4 Secure File Transfer (SFT)
and other systems

15.13.6 Storage, archiving and disposal

Disposal of health records should comply with
Section 9.1 of this Manual and the State Records Act
1998 and take into account the type of information
contained in a health record and possible future
demand for it as well as the needs of individual
health services. The following should be considered:

* use of health records for patient care, medico-
legal purposes, research and teaching

* archival value
* provisions of the Evidence Act 1995 and the
Statute of Limitations (Limitations Act 1969,

including for example that there is no limitation
period for child abuse damages claims)

* available storage space

* requirements under the provisions of the
State Records Act 1998.

Similar standards for maintaining privacy and
security should be maintained for health records in
archival or secondary storage as for health records
in current use.

7
Cé Further guidance:

* Health Care Records - Documentation and
Management (PD2012_069)
* Patient Matters Manual Section 9

* GDA-17-General Retention and Disposal Authority
Public health services: patient/client records

15.13.7 Health facility closures

When a facility is closed and ceases to operate,
each responsible unit should create a register that
includes details of:

* health records destroyed

* health records retained

* health records transferred to other locations

* location(s) where the health records have been
transferred to

» officers who undertook closures
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https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2020_046
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2020_046
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2009_076
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2009_076
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2009_076
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2012_069
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2012_069
https://nswhealth-my.sharepoint.com/personal/john_godwin_health_nsw_gov_au/Documents/secure%20file%20transfer
https://legislation.nsw.gov.au/view/html/inforce/current/act-1998-017
https://legislation.nsw.gov.au/view/html/inforce/current/act-1998-017
https://legislation.nsw.gov.au/view/html/inforce/current/act-1995-025
https://legislation.nsw.gov.au/view/html/inforce/current/act-1969-031
https://legislation.nsw.gov.au/view/html/inforce/current/act-1998-017
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2012_069.pdf
https://www1.health.nsw.gov.au/pds/ActivePDSDocuments/PD2012_069.pdf
https://www.health.nsw.gov.au/policies/manuals/Pages/patient-matters-manual.aspx
https://staterecords.nsw.gov.au/recordkeeping/health-services-public-patient/client-records-gda17
https://staterecords.nsw.gov.au/recordkeeping/health-services-public-patient/client-records-gda17

The full name of the facility being closed and the
facility receiving the records should be clear on the
register, along with the date of closure, the date
range of records destroyed, the date range of
records transferred and the range of medical record
numbers if possible.

Details of records that are to be destroyed should
include, as a minimum:

* the location where the health records were
created

* the patient’s surname and given name

* the patient’s sex

* the patient’s date of birth

* the last date of contact with the facility

* the general nature of the health records

* the date for destruction or the date destroyed.

15.14 NSW data collections
15.14.1 NSW Health data

Statistical information and other data are submitted
to the Ministry of Health for inclusion in a number of
centrally maintained data collections. Collection of
such data is required or authorised by a range of
health legislation, such as the Public Health Act
2010, the Health Administration Act 1982, the Private
Health Facilities Act 2007, and the Home and
Community Care Act 1985 (Cth).

15.14.2 Health Information Resources
Directory (HIRD)

Central data collections and the data elements they
contain are documented in the Health Information
Resources Directory (HIRD). The HIRD is the
authoritative central registry for data collections
and metadata. It is the responsibility of each data
custodian, or other delegate of the data sponsor, to
ensure that the data collection for which he or she is
responsible, if in scope, is recorded in HIRD.

Health services that also own or administer data
collections should also keep a register of those
collections. Such a register should include (as a
minimum):

» data collection name

* collection sponsor

* collection custodian and contact details

* statement of the collection’s purpose

e any Act or Regulation authorising the collection

* statement of whether the collection includes
personal health information.

15.14.3 Staff roles

All staff employed within the health system have a
duty to maintain, within their roles, the privacy,
integrity and security of data held and managed by
their work unit.

Data sponsor: Each data collection has a nominated
data sponsor who undertakes the duties of
ownership on behalf of the relevant health service,
including:

* defining the purpose of the data collection

» establishing the scope and coverage of the
collection

* defining access and custody arrangements.

Data custodian: The data sponsor appoints a

custodian for each data collection who is

responsible for:

* data storage and disposal

» compliance of data with relevant legislation and
policies

* administration

* quality assurance

* data access and release.

For further guidance, contact your organisation’s
Privacy Contact Officer.

15.14.4 Access to data collections

Where data collections contain identifying or
potentially identifying information, HPPs 10 and 11
will apply to any requests for use and access. While
access may be authorised under any of the
exceptions listed in HPP 11(1) and 11(2), the most
common are likely to be where:

* the access relates to the primary purpose for
which the data was collected (for more detail,
see Section 11.1)

* the access is for a directly related purpose, which
would be ‘reasonably expected’ by the individual
(see Section 11.2.1)

» the access is required or authorised by law (see
Section 11.3)

» use or disclosure is required for management or
research purposes (see Section 11.2.5).

Where access is sought for research or
management purposes, the NSW Privacy
Commissioner’s Statutory Guidelines on research
and management apply. These guidelines provide
for requests for such access to be approved by a
Human Research Ethics Committee (HREC). In
relation to data collections held by the NSW
Ministry of Health, applications should be made to
the NSW Population and Health Services Research
Ethics Committee (NSW PHSREC).
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https://legislation.nsw.gov.au/view/html/inforce/current/act-2010-127
https://legislation.nsw.gov.au/view/html/inforce/current/act-2010-127
https://legislation.nsw.gov.au/view/html/inforce/current/act-1982-135
https://legislation.nsw.gov.au/view/html/inforce/current/act-2007-009
https://legislation.nsw.gov.au/view/html/inforce/current/act-2007-009
https://www.legislation.gov.au/Series/C2004A03223
https://www.legislation.gov.au/Series/C2004A03223
https://www.health.nsw.gov.au/patients/privacy/Pages/privacy-contact.aspx
https://www.ipc.nsw.gov.au/privacy/agencies/resources

Based on the evaluation report of the PHSREC or
another HREC, the appropriate data custodian will
approve or reject the request and advise applicants
in writing of the committee’s recommendation,
including reasons for denial of access and any
conditions or constraints.

An exception to this may be in circumstances where
the research project also includes non-NSW Health
data. NSW Health organisations may not be able to
require NSW PHSREC approval as the National
Mutual Acceptance (NMA) is a national system for
mutual acceptance of scientific and ethical review of
multi-centre human research projects conducted in
publicly funded health services across jurisdictions.

The scope of NMA includes any form of human
research as defined in the National Statement on
Ethical Conduct in Human Research NHMRC, 2007)
for which an application must be made to a Human
Research Ethics Committee (HREC).

15.14.4.1 Conditions of access

If access is granted, the principal applicant must
sign an agreement to apply, as a minimum, the
standards of privacy protection contained in the
Health Records and Information Privacy Act 2002, and
to abide by any other conditions or constraints
(relating to charges and monitoring requirements)
on the use of the data set by the data custodian.

Although NSW Health strive to facilitate access to
data by bona fide applicants, access is not
guaranteed. Each request will be judged, and access
granted or denied, on its own merits. The information
supplied will always be the minimum required to
meet a project’s objectives and requirements.

Access, when granted, should be subject to the
terms and conditions set out in an agreement, to be
drawn up by the data custodian and signed by the
principal applicant. If access is refused, the reasons
for refusal should be documented in a written
response from the data custodian. The applicant
may choose to amend the proposal in the light of
this response and re-submit it, in which case the
assessment process will need to be repeated.

Z)
% Further guidance:

« NSW Health Data Governance Framework
(GL2019_002)

* Disclosure of unit record data by Local Health
Districts for research or contractor services
(PD2018_001)

* NSW Enforceable Procurement Provisions
« NSW Health Procurement (PD2022_020)
« Office of the National Data Commissioner

» Data Availability and Transparency Act 2022

15.14.4.2 Record linkage

Linkage of specific data is authorised under the
Health Records and Information Privacy Act 2002,
provided the linkage is necessary for the purposes
of management or research and the Statutory
Guidelines have been complied with. Linkage of data
may also occur where otherwise legally permitted,
such as under the public health register provisions
in the Public Health Act 2010.

Linkage of whole health records for the purposes
of establishing an ongoing health record must,
however, comply with HPP 15.

15.14.4.3 NSW Population and Health Services
Research Ethics Committee

The NSW Population and Health Services Research
Ethics Committee (NSW PHSREC) is constituted as a
Human Research Ethics Committee (HREC) in
accordance with NHMRC guidelines for the
protection of privacy in the conduct of medical
research. The committee undertakes assessment of
requests for access to personal information held in
data collections maintained at central
administration. The PHSREC also considers:

* proposals for data use or issues requiring ethical
advice referred by NSW Ministry of Health
officers

* multi-centre research proposals
* proposals referred by HRECs
* proposals for data and health record linkage.

15.15 Artificial Intelligence (Al) and
Privacy

Al is the ability of a computer system to perform
tasks that would normally require human
intelligence, such as learning, reasoning, and
making decisions. Generative Al tools, a subset of
Al, can produce novel content such as text, images,
audio, video, and code in response to prompts,
presenting new and innovative opportunities for
healthcare. While generative Al models and Al tools
more broadly have unique and powerful capabilities,
many use cases can present significant privacy risks
for individuals.

Privacy risks when using Al tools

The use of personal information in Al systems is a
source of significant community concern and this
is particularly heightened when health and other
sensitive information is being handled. While some
uses of Al are low-risk, others may present a major
privacy risk. Where NSW Health seeks to use any
form of Al, a cautious approach should be adopted,
it is necessary to understand how the tool uses
information and privacy risks should be considered
upfront.
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https://www.nhmrc.gov.au/about-us/publications/national-statement-ethical-conduct-human-research-2007-updated-2018
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The Health Privacy Principles within the Health
Records and Information Act 2002 (HRIP Act) apply
when handling health information in any Al

tools. Improper use of Al tools can result in data
loss, privacy breaches, and the perpetuation of
biases present in the data the tool was trained on.

Guidance on Al in this Manual does not cover all
privacy issues and obligations in relation to the use
of Al, and should be considered together with the

Information Protection Principles and Health Privacy

Principles outlined in the PPIP Act and HRIP Act, as
well as all relevant NSW Health policies

Privacy best practices when using Al tools

Personal or health information, and particularly
sensitive information, should not be entered into
publicly available Al chatbots and other publicly
available generative Al tools. Any information
entered into these tools are outside the control of
NSW Health and is likely to be a privacy breach.

Be mindful of the risk of data aggregation, which
occurs when individual pieces of information
combine to reveal classified, personal, or sensitive
data. Never enter information that, when combined
with previous inputs, could inadvertently expose
such data. Even minor details can accumulate to
form a comprehensive picture that could be
extrapolated by Al tools.

Inherent bias can exist within data and algorithms
used in Al applications and any Al outputs need to
be assessed carefully for accuracy, fairness, and
suitability before using them.

Remember that any use of an Al tool which
generates or infers new personal information about
an individual is considered an additional ‘collection’
of personal information and must comply with the
Health Privacy Principles 1-4 relating to collection.

Examples of appropriate and inappropriate usage
of Al tools

Appropriate case uses:
* Brainstorming and finessing ideas for an
upcoming seminar or event

* Summarising a publicly available article or
document

* Drafting an engaging out of office message.
Inappropriate case uses:

* Entering sensitive, personal or confidential
information to generate content e.g. a patient’s
name and medical details

* Sharing commercially sensitive documents
* Inputting data that is not publicly available.

For more information and guidance around
responsible Gen Al use, please read:

+ The NSW Government basic guidance on
Generative Al (for all public sector staff)

« Advice on the use of Generative Artificial
Intelligence [IB2024_059](for NSW Health).
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