1 Definitions and acronyms

Terms frequently used in this document are defined
below. Please note they are intended for use and
interpretation within the context of this document only.

Accredited chaplain: A person accredited in
accordance with the NSW Health and Civil
Chaplaincies Advisory Committee NSW
Memorandum of Understanding (MOU), to provide
pastoral care and chaplaincy services to patients.
See Section 11.2.11 Chaplaincy services.

Affiliated health organisation: An organisation
within the meaning of section 62 of the Health
Services Act 1997. See Section 3.1 Who is bound
by the Manual?

Ambulance Service of NSW: NSW Health Service
who are employed primarily in connection with the
provision of ambulance services as per section 67A
of the Health Services Act 1997. See also ‘Health
service’ and ‘Public health system’.

Authorised representative: See Section 5.6
Authorised representative.

Capacity: See Section 5.5 Test for capacity.

Chief Executive: The chief executive or head of
the organisation (however described). Under the
Health Services Act 1997, Chief Executive means
the Chief Executive of a Local Health District,
Specialty Network or statutory health corporation,
or the person responsible to the governing body of
an affiliated health organisation for management
of its recognised establishments and services. For
units of the Health Administration Corporation, the
Chief Executive is the head of the unit.

Child: A person who is under the age of 16 years, as
defined in the Children and Young Persons (Care and
Protection) Act 1998, section 3. See also ‘Young
person’ and ‘Minor’.

Confidentiality: For the purposes of this Manual,
confidentiality is a professional duty or a promise
between a health practitioner and his or her patient
that places restrictions on the disclosure of
information provided by the patient as part of the
care and treatment given by the practitioner. The
duty of confidentiality is not absolute, and there are
circumstances where a practitioner may lawfully
disclose the patient’s information. See Section 4.3.1
Duties of confidentiality.

Consent: Permission for something to happen or
agreement to do something. See Section 5.4 Consent.

Cth: Commonwealth

Data breach: Unauthorised access to, and/or the
unauthorised use, disclosure or loss of information,
including personal information or health information.

De-identified data: De-identified data or information
is information or opinion about a person whose

identity cannot be ascertained from the information
or opinion. See Section 5.3 De-identified information.

Directly related purpose: A health service may use
or disclose personal health information if it is a
purpose directly related to the primary purpose, and
the individual would reasonably expect the health
service to use or disclose the information for this
purpose. See Section 11.2.1 Directly related purpose.

Emergency: Under HPPs 10 and 11, exemptions
apply to handling of personal information in a ‘stage
of emergency’ (prevention, preparation, response
and recovery). An ‘emergency’ is defined by the
State Emergency and Rescue Management Act

1989 (NSW) to mean an emergency due to an actual
or imminent occurrence (such as fire, flood, storm,
earthquake, explosion, terrorist act, accident,
epidemic, or warlike action) which—

(a) endangers, or threatens to endanger, the safety
or health of persons or animals in the State, or

(b) destroys or damages, or threatens to destroy or
damage, property in the State, or

(c) causes a failure of, or a significant disruption to,
an essential service.

being an emergency, which requires a significant

and coordinated response.

See Section 11.2.4 To assist in a ‘stage of emergency’.

Enduring power of attorney: Formal document
which authorises another person to make financial
and legal decisions for a patient, which continues to
have legal effect if the patient is unable to make
these decisions for themselves during their lifetime.
See also ‘power of attorney, and Section 5.6
Authorised representative.

Enduring guardian: A formal document which
authorises another person to make health and
lifestyle decisions on the patient’s behalf, including
the authority to consent to medical and dental
treatment. See Section 5.6 Authorised
representative.

DCJ: The NSW Department of Communities and Justice.

Genetic relative: means a person who is related to
an individual by blood, for example, a sibling, parent,
or descendant of the individual.

GIPA Act: The Government Information (Public
Access) Act 2009 (NSW).

GP: means ‘general practitioner’. A general
practitioner (or GP) is a registered medical
practitioner who is qualified and competent for
general practice.
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Health information: See Section 5.1 Health
information.

Health Information Service: Refers to the unit,
department or service within a health service
responsible for managing personal health
information and patient health records. This includes
responsibility for the development and maintenance
of health information systems.

Note: ‘Medical Record Department’, ‘Health
Information and Record Service’, ‘Clinical
Information Department’ are names given to the
Health Information Services within NSW Health.

Health practitioner: Anyone, including a medical
practitioner, who is a registered health professional
under the Health Practitioner Regulation National
Law (2009).

Health record: A documented account, whether in
hard copy or electronic form, of a patient’s health,
illness and treatment during each visit or stay at a
health service (or treatment by a paramedic).

Note: Health record means the same as: ‘health care
record,” ‘medical record,” ‘clinical record, ‘clinical
notes, ‘patient record,” ‘patient notes, ‘patient file,’
and so on.

Health (or medical) research: Systematic investigation
undertaken for the purpose of adding to the body of
knowledge pertaining to human health.

Health service: Includes a public health organisation
(including a Local Health District, Specialty
Network, a statutory health corporation), the
Ambulance Service of New South Wales, and Units
of the Health Administration Corporation. See
Section 3.1 Who is bound by the Manual?

Health service staff: Anyone who carries out work
for a NSW health service, including employees,
visiting health practitioners, contractors and sub-
contractors, agency staff, volunteers, apprentices,
trainees, and students. See Section 3.1 Who is
bound by the Manual?

Hospital: means a hospital as defined in the
Health Services Act 1997, being an institution
at which relief is given to sick or injured people
through the provision of care or treatment.

HPPs: The Health Privacy Principles established
under the Health Records and Information Privacy
Act 2002 (NSW). There are 15 HPPs. See Section
2.1 Overview of privacy legislation.

HREC: Human Research Ethics Committee; a
committee, constituted in accordance with NHMRC
guidelines, which protects the subjects of research
and ensures that ethical standards are maintained
by reviewing and advising on the ethical
acceptability of research proposals.

HRIP Act: the Health Records and Information Privacy
Act 2002 (NSW).

HRIP Regulation: the Health Records and Information
Privacy Regulation 2022 (or any regulation that
updates this regulation).

See Section 3.2 NSW Health agencies to be treated
as a single agency, Section 11.2.11 hospital
chaplains, Section 15.9.5 organ donor registers and
Section 16.8 My Health Record.

Immediate family member: Defined under section 4
of the Health Records and Information Privacy Act
2002 to be a person who is:

* a parent, child, or sibling of the individual, or
a spouse of the individual (including a de facto
spouse), or
a member of the individual’s household who is a
relative of the individual, or

a person nominated to an organisation by the
individual as a person to whom health information
relating to the individual may be disclosed.

Local Health District (District): A health service
listed in the Health Services Act 1997, Schedule 1.

Mandatory data breach reporting: Mandatory
requirements to report HRIP Act and PPIP Act data
breaches which may cause serious harm apply
under the Mandatory Notification of Data Breach
(MNDB) scheme. The Privacy Act 1988 (Cth) (the
Privacy Act) and the My Health Record Act 2012 (Cth)
also impose mandatory requirements to report data
breaches in some instances. See Section 14.4
Responding to data breaches.

Medical practitioner: A registered medical
professional under the Health Practitioner
Regulation National Law (2009).

Medical record: See health record.

Ministry of Health: The NSW Ministry of Health as
established under the Government Sector
Employment Act 2013.

Minor: A minor is a person under the age of 18 years
old. See also ‘Child’ and ‘Young person’.

My Health Record: Patient controlled electronic
health record, operated as a national system by the
Australian Digital Health Agency. See Section 16 .8
My Health Record.

NHMRC: National Health and Medical Research
Council.

NGO: Non-Government Organisation.

NSW Health: A term defined in the Health
Administration Act 1982, section 4(1A), which
describes any body or organisation under the
control and direction of the Minister for Health
or the Secretary, NSW Health.
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NSW PHSREC: NSW Population and Health
Services Research Ethics Committee, which is the
NSW Health Human Research Ethics Committee
established in accordance with NHMRC guidelines.

Parental responsibility: Defined in section 8 of the
Health Records and Information Privacy Act 2002

to be all the duties, powers, responsibility, and
authority which, by law, parents have in relation

to their children.

Patient: Any person who receives a health service
and to whom, as a result, a health practitioner owes
a duty of care. For the purposes of this Manual, the
term ‘patient’ has been chosen to represent both
clients and patients of a NSW health service, for
ease of use.

PCO: Privacy Contact Officer - See Section 6.2
Privacy Contact Officer.

Personal health information: see Section 5.1
Health information.

Personal information: See Section 5.2 Personal
information.

PPIP Act: The Privacy and Personal Information
Protection Act 1998 (NSW).

Power of attorney: A formal document in which a
person of sound mind authorises a second person
to act on their behalf. See also ‘Enduring power of
attorney, and Section 5.6 Authorised representative.

Primary purpose: The dominant purpose for which
personal health information is collected. Most often
in the health system, the primary purpose for
collecting health information will be to provide care,
or an episode of care.

Privacy: For the purposes of this Manual, ‘privacy’
refers to the right of an individual to have their
personal health information safeguarded from loss,
misuse, and unauthorised disclosure. See also
Section 2.1 Overview of privacy legislation.

Privacy breach: Refers to any conduct that breaches
any of the Information Protection Principles or the
Health Privacy Principles (HPPs) (or other relevant
privacy legislation) and may also refer to a data
breach related to personal and/or health
information. See Section 14.

Privacy Code of Practice and Health Privacy Code
of Practice: A privacy code of practice is a legal
instrument which allows a public sector agency or
organisation to make changes to an Information
Protection Principle (IPP) or a Health Privacy
Principle (HPP). A Privacy Code of Practice may also
contain provisions that deal with public registers,
specifying how certain rules will apply in a
particular situation. For more information, see
Information and Privacy Commission, Privacy Codes
of Practice.

Privacy Impact Assessment: A Privacy Impact
Assessment (PIA) is a systematic analysis which
assists organisations to identify and minimise the
privacy risks of new projects or changes to services.
For more information, see NSW Information and
Privacy Commission, ‘Guide to Privacy Impact
Assessments in NSW'.

Public health organisation: Under the Health
Services Act 1997, a public health organisation is a
Local Health District (District) or a statutory health
corporation (including Specialty Health Networks),
or an affiliated health organisation in respect of its
recognised establishments and services.

Public health system: All public health organisations
in NSW, the NSW Ministry of Health, the Ambulance
Service of NSW, and all other organisations under
the control and direction of the NSW Minister for
Health or the Secretary of NSW Health. See
Section 3.1 Who is bound by the Manual?

Public Interest Directions and Health Public Interest
Directions: The NSW Privacy Commissioner, with the
approval of the Attorney General, may make a Public
Interest Direction (Direction) to waive or make
changes to the requirements for a public sector
agency to comply with an Information Protection
Principle (IPP) or in consultation with the Attorney
General and approval from the Minister for Health,
a Health Privacy Principle (HPP). Agencies may
approach the Privacy Commissioner to request a
Direction, or the Privacy Commissioner may recognise
a need for a Direction without a request. The general
intent is for the Directions to apply temporarily. If a
longer-term waiver or change in the application of an
IPP is required, then a Code of Practice may be more
appropriate. For more information, see Information
and Privacy Commission, ‘Public Interest Directions’.

Record keeper: The person who has administrative
control of a health record, a Health Information
Manager.

Secondary purpose: A purpose other than the
purpose (the primary purpose) for which information
was collected. The health service may use or
disclose personal health information for a
'secondary purpose’ in accordance with Health
Privacy Principles 10 and 11. See Section 11.2 Use
and disclosure for a ‘secondary purpose’.

Specialty Network: Sydney Children’s Hospitals
Network and Justice Health and Forensic Mental
Health Network.

Staff: See ‘Health service staff’.
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Stage of emergency: See Section 11.2.4 State
Emergency and Rescue Management Act 1989
provisions - Under the State Emergency and
Rescue Management Act, there are four stages
of emergencies: prevention, preparation, response
and recovery.

Statutory guidelines: Refers to guidelines under
the Health Records and Information Privacy Act 2002
issued by the NSW Privacy Commissioner,
Information and Privacy Commission NSW. See
Section 11.2.5 Management, training, or research.

Statutory health corporation: A corporation, listed
in Schedule 2 of the Health Services Act 1997, which
provides certain health support services other than
on an area basis (including the Justice Health and
Forensic Mental Health Network and the Sydney
Children’s Hospitals Network).

Third party information: A patient record, personnel
record or other government record may contain
personal or health information or other confidential
information that relates to a third person. The
redaction of information about a third party needs
to be considered in any request to access or release
the information.

Use of personal health information: Refers to the
communication or handling of information within
NSW Health. There are three broad categories of
use, those being where information is used for the
‘primary purpose’ for which it is collected, where
information is used for another ‘secondary purpose’
and one of the criteria listed in the HPPs applies, or
where the use of the information is ‘lawfully
authorised’. See Section 11 Using and disclosing
personal health information (HPPs 10 and 11).

Young person: A young person means a person who
is aged 16 years or above but who is under the age
of 18 years, Children and Young Persons (Care and
Protection) Act 1998, section 3. See also ‘Child’

and ‘Minor’ and Section 5.5.
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2 Executive summary

The NSW Health Privacy Manual for Health
Information provides operational guidance to

the legislative obligations imposed by the Health
Records and Information Privacy Act 2002. The
Manual outlines procedures to support compliance
with the Act in any activity that involves personal
health information.

This edition of the Privacy Manual for Health
Information incorporates changes in legislation
which impact on the management of personal
health information, notably:

NSW legislation

* Health Administration Regulation 2020
* Health Records and Information Privacy Act 2002

* Health Records and Information Privacy
Regulation 2022

* Mandatory Disease Testing Act 2021
* Public Health Act 2010

* Privacy and Personal Information Protection
Act 1998

Commonwealth legislation

* My Health Records Act 2012

Consultation on this edition has extended to:

* the Ministry of Health

* Local Health Districts, Specialty Networks,
and public health organisations (PHOs)
comprising NSW Health

2.1 Overview of privacy legislation

Privacy in Australia has moved from a policy-based
system to one regulated by law. In NSW, these laws
are the Health Records and Information Privacy Act
2002 which regulates health privacy, and the
Privacy and Personal Information Protection Act 1998
which generally applies to non-health personal
information.

The role of this Manual is to provide operational
guidance on compliance with the Health Records
and Information Privacy Act 2002.

The Health Privacy Principles (HPPs) contained in
the Health Records and Information Privacy Act 2002
establish rules for the management of health
information. These rules are relevant in a wide
range of activities of health services including

staff interactions with patients, establishing and
maintaining data collections and patient information
systems, and the day-to-day sharing of health
information for management, evaluation, training,
research and other authorised purposes.

The Manual outlines procedures to support
compliance including:

* ensuring personal health information is collected,
stored, and used in accordance with the HPPs

* providing staff with practical tips for compliance
with the HPPs

* acknowledging the responsibility of the NSW
public health system to ensure that the privacy
of patient information is protected

* clear guidance to provide certainty for staff
involved in the day-to-day administration of
patient information

* providing best practice solutions to address
privacy risks associated with technological
advances in the health sector including
developments in virtual care and telehealth

* providing a benchmark which can be used
for auditing performance.
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2.2 Summary of the Health Privacy Principles (or HPPs)

The 15 Health Privacy Principles (or HPPs) are set out in the Health Records and Information Privacy Act,
Schedule 1. The HPPs are summarised below for quick reference.

Collection principles

HPP 1 Purposes of collection of personal health information

Personal health information must be collected by lawful means and for a lawful purpose. The purpose must be
directly related to, and reasonably necessary for, an organisation’s functions or activities.

HPP 2 Collection and information sought must be relevant, not excessive, accurate and not intrusive

HPP 3 Collection from individual concerned

Personal health information must be collected from the individual it relates to unless that is unreasonable
or impractical.

HPP 4 Individual to be made aware of certain matters

Reasonable steps must be taken to inform the individual about how the information may be used, who may
access it, and the consequences of not providing it.
The individual should be told what agency is collecting the information and that they have a right to access it.

This information should generally also be given to the individual where information about them is collected from
someone else, unless certain exemptions, listed in the Act and the guidelines apply.

Security principles

HPP 5 Retention and security

Personal health information held by public health agencies must be securely housed and protected against loss
or misuse. Information must be kept only as long as is necessary for the purpose (or as required by a law, such
as the NSW State Records Act 1998, and must be disposed of securely.

Access and amendment principles

HPP 6 Information about personal health information held by organisations

Organisations that hold personal health information must allow individuals to find out if they hold information
about that individual, and, if so, what kind of information they hold, what it is used for, and whether and how the
individual can access it.

HPP 7 Access to personal health information

Individuals must be allowed to access the personal health information held about them. This must be done
without excessive expense or delay.

HPP 8 Amendment of personal health information

Individuals may request that their personal health information be amended to ensure that it is accurate, relevant,
up to date, complete and not misleading.

Organisations must either make the requested amendments or, if requested, attach to the information a
statement by the individual of the amendment they sought.

Accuracy Principles

HPP 9 Accuracy

Before using personal health information, organisations must take reasonable steps to ensure that the personal
health information they hold is relevant, up to date, complete and not misleading.

Use Principles

HPP 10 Limits on use of personal health information

Personal health information can be used for the purpose for which it was collected, or for other purposes
recognised by the Act. These include a ‘secondary purpose’ such as where there is consent for the use, the use
is a ‘directly related purpose,” for management, training, and research activities, for investigation and law
enforcement, or where there are serious threats to individuals or the public, or emergencies.

Disclosure Principles

HPP 11 Limits on disclosure of personal health information
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The provisions for disclosure of personal health information are the same as those for use of this information.

They also include a provision that a person’s personal health information may be disclosed to immediate family
members for compassionate reasons, provided that this is not contrary to the expressed wish of the individual.

Other Principles

HPP 12 Identifiers

Identifiers can only be applied to personal health information if this is reasonably necessary to carry out the
organisation’s functions.

Public health system identifiers may be used by private sector agencies, but only in defined circumstances and
with strict controls.

HPP 13 Anonymity

Provided that it is lawful and practicable, individuals should be given the option of not identifying themselves
when dealing with health organisations.

HPP 14 Transborder data flows and data flows to Commonwealth agencies

As a general principle, personal health information must not be transferred to a Commonwealth agency or an
organisation in another state jurisdiction unless the receiving agency applies personal health information privacy
policies and procedures substantially similar to those of NSW.

HPP 15 Linkage of health records

Personal health information must not be included in a system that links health records of a health service
with health records in another health service outside of NSW Health, unless the individual it relates to has
expressly consented.

HPP 15 only applies to linkages of an ongoing record of health care for an individual and does not restrict
linkage of other personal health information held electronically.

HPP 15 applies to the linkage of records of health care at a state or national level between the public and
private sectors, or between two or more private health services.

Z7)
% Further guidance:

Section 13.3 Linkage of health records (HPP 15)
Section 16.8 My Health Record

2.3 Quick reference to structure of the Manual

For a general overview of the rationale for and purpose of this Manual Go to Section 2.1

For a summary of the Health Privacy Principles (HPPs)under the Health Records and Go to Section 2.2
Information Privacy Act 2002

For explanation of how other laws relate to privacy law Go to Section 4

To check the meaning of some of the key concepts used in privacy law Go to Section 5
For a detailed explanation of the HPPs Go to Sections 7-13
If you have received a complaint, need to conduct an internal review or respond Go to Section 14

to a data breach

For guidance on managing a privacy breach or data breach Go to Section 14

If you need to check how to deal with common privacy issues arising in health care Go to Section 15

If you have any feedback on the Manual, it should be sent to:

Legal and Regulatory Services

NSW Ministry of Health

LMB 2030, ST LEONARDS NSW 1590
E-mail: MOH-privacy@health.nsw.gov.au
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3 Scope
3.1 Who is bound by the Manual?

The Manual applies to all people who work within
the NSW public health system. These include, but
are not limited to, staff members, contractors, and
other health care providers who, in the course of
their work, have access to personal health
information.

The Manual applies to people whose employment is
full time, part time, permanent, temporary, casual,
contractual, or short term. These include, but are
not limited to, volunteers and people who do unpaid
work either as community volunteers, clinical
students, and clinicians working or observing as
research fellows.

Persons to whom the Manual applies include:

* providers of health services such as doctors,
nurses, midwives, case managers, visiting
providers and allied health staff

* administrators, clerical, and service staff

* technical, scientific and laboratory personnel
e auditors

* interpreters

* accredited chaplains

* pastoral care workers

* volunteers

* students

* consultants

* temporary and contract staff

» external custodians of health information owned
by NSW Health, e.g. contractors engaged for
physical or electronic warehousing of medical
records or for other purposes.

The Manual applies to NSW Health, which covers:

* Local Health Districts (Districts)
* Statutory Health Corporations
* Specialty Networks

» Affiliated health organisations

e Units of the Health Administration Corporation,
including the Ambulance Service of NSW

* NSW Ministry of Health
* Cancer Institute NSW
* Health Professional Councils Authority

* any other health service provided by the public
health system including nursing homes, hostels
and group homes, community health services,
drug and alcohol services, allied health
programs, dental and early childhood services,
multi-purpose services, scientific and laboratory
services and health promotion and public
health services

* non-government organisations, where
compliance is required by their Funding
Agreement with NSW Health.

Z)
Cé Further guidance:

* Corporate Governance and Accountability
Compendium for NSW Health
* Privacy Leaflet for Staff

3.2 NSW Health agencies to be
treated as a single agency

In accordance with clause 10 of the Health Records
and Information Privacy Regulation 2022, the
following health agencies are to be treated as a
single agency for the purposes of the Health
Privacy Principles and any health privacy codes of
practice:

(a) the NSW Ministry of Health

(b) the Health Administration Corporation (including
the Ambulance Service of NSW)

(c) local health districts

(d) statutory health corporations (including
Specialty Networks)

(e) the Cancer Institute (NSW).

This Regulation enables multiple NSW Health
agencies to provide health services to an individual
within the scope of the 15 Health Privacy Principles.

Use of personal health information between these
agencies must still comply with the requirements of
HPP 10 (Limits on use). Personal health information
can only be used for the purpose it was collected or
for a directly related purpose which the patient/
individual would reasonably expect (unless there is
another lawfully authorised exception).

Z7)
% Further guidance:

* Section 11 Using and disclosing personal health
information (HPPs 10 and 11)
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NSW Health | Privacy Manual for Health Information


https://www.health.nsw.gov.au/policies/manuals/Pages/corporate-governance-compendium.aspx
https://www.health.nsw.gov.au/policies/manuals/Pages/corporate-governance-compendium.aspx
https://www.health.nsw.gov.au/patients/privacy/Pages/privacy-information-for-nsw-health-staff.aspx
https://legislation.nsw.gov.au/view/html/inforce/current/sl-2022-0467
https://legislation.nsw.gov.au/view/html/inforce/current/sl-2022-0467

3.3 What sort of information does
the Manual cover?

The Manual covers personal health information.
Under the Health Records and Information Privacy
Act 2002 this means personal information that is
identifying information, or which could reasonably
link to identifying information, collected from or
about individual people in order to provide them
with health services. See Sections 5.1 Health
information, and 5.2 Personal information.

Both the Health Records and Information Privacy

Act 2002 and the Manual cover all types of
dealings with personal health information, including
collection, storage, security, use, disclosure, access,
transfer, and linkage of health records. They apply to
personal health information in any format, including
electronic and online formats as well as paper-based
health records. While different formats will require
different approaches and procedures, the
underlying principles remain the same.

3.4 What is not covered?

The Health Records and Information Privacy Act 2002
and the Manual do not apply to:

* information that is not ‘personal information’, but
which may be considered sensitive such as tender
documents, private hospital licensing information
or Cabinet documents (the confidentiality of these
types of information may be required by the
State Records Act 1998 and, in some circumstances,
the Government Information (Public Access) Act
2009 (NSW) (GIPA Act).

e information that is not personal information
because it is ‘de-identified’ and not re-identifiable,
or because the identity of a person is not
reasonably ascertainable from the information.
For guidance on what constitutes ‘de-identified’
information see Section 5.3 De-identified
information.

* personal information which is not health
information, such as payroll records or personnel
files which are regulated by the Privacy and
Personal Information Protection Act 1998 and
are addressed by the NSW Health Privacy
Management Plan.

e personal information and health information
which is already on the public record.

» statistical or other aggregated information.

2)
Cé Further guidance:

* NSW Health Privacy Management Plan
* NSW Health Code of Conduct (PD2015_049)

3.5 What our patients have a
right to expect

Patients should be informed of the following:

* their personal health information will be protected
in accordance with the Health Records and
Information Privacy Act 2002

* their personal health information will only be
given to another person if it is important for their
health care or can be otherwise legally justified

* they are, subject to limited exceptions, entitled to
access their own health records and have those
records amended to correct inaccuracies

* provided it is both legal and practicable to do so,
they have the option to obtain services
anonymously, see Section 8 Anonymity (HPP 13)
comprehensive clinical information will be available
to their health care providers to enable optimal care

* the process for making privacy complaints or
raising concerns about the handling of their
health information.

7
% Further guidance:

* Section 7 - Collecting personal health
information (HPPs 1-4)

* NSW Health Privacy Management Plan
* NSW Health Privacy Leaflet for Patients

3.6 What health staff and service
providers have a right to expect

NSW Health is committed to ensuring that
information which supports the provision of health
care is readily available to authorised users, when
and where it is needed and is delivered in a timely
and efficient manner. Accordingly, the Manual
supports the principles in the Health Records and
Information Privacy Act 2002 which also promote:

* the integrity of data, so that information is
accurate, complete, and up to date. Information
integrity is critical for quality patient care,
evaluation of services, medical research,
and the maintenance of public health.

* access to personal health information for authorised
persons for legitimate health purposes. It is
recognised that, if appropriate information is not
readily available to providers of health services, the
care or interests of patients may be compromised.

* the optimum use of data for the benefit of those
patients to whom the data relates and also for the
general betterment of the health of the general
population through public health surveillance,
medical research, and use of data to inform
improvements to the quality of care and treatment
and the management of health services.

NSW Health | Privacy Manual for Health Information
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3.7 What other NSW Health
resources should be considered

This Manual provides a broad overview of the key
privacy obligations established under the Health
Records and Information Privacy Act 2002. There
are however a range of other NSW Health policies
which are also relevant to the collection, use,
storage, and disclosure of information in NSW
Health. The main policies are referenced in the
body of the Manual.

3.8 Privacy Framework for
NSW Health staff

To assist staff to identify which privacy legislation
applies to their circumstances or to a particular
issue at hand and where to go for further guidance,
refer to the privacy framework (below) which is also
published on the NSW Health website and NSW
Health intranet privacy page.

Privacy Framework for NSW Health

Health Records and Information
Privacy Act 2002

See Section 5.1 Health information

Privacy and Personal Information
Protection Act 1998

Applies to non-health personal information
See Section 5.2 Personal information

HRIP Act Statutory Guidelines

Management, training, research, information
from third parties

See Section 11.2.4 Management, training
or research

Health Privacy Codes of Practice

Privacy Manual for Health Information
Principal NSW Health Policy for the HRIP Act

NSW Health Privacy Management Plan

NSW Health Privacy Internal Review Guidelines
For managing complaints about a breach of the HRIP or PPIP Acts

Relevant policy directives
For example:

e Data Breaches involving Personal or Health
Information (PD2023_040)

e Electronic Information Security Policy Directive

(PD2020_046)
e NSW Health Code of Conduct (PD2015_049)

e Health Care Records - Documentation and
Management (PD2012_069)

e Subpoenas (PD2019_001)

Relevant laws
For example:

e Public Health Act 2010

e Government Information (Public Access)
Act 2009

e State Records Act 1998
e Mental Health Act 2007
e Cancer Institute (NSW) Act 2003

¢ Children and Young Persons (Care and
Protection) Act 1998
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4 Other obligations

4.1 Privacy laws and related
legislation

Privacy obligations in NSW generally arise from
2 separate laws:

» the Privacy and Personal Information Protection
Act 1998, which regulates personal information
in the public sector in NSW

* the Health Records and Information Privacy Act
2002, which regulates personal health information
in the public and private sectors in NSW.

The Health Privacy Principles (HPPs) contained in
the Health Records and Information Privacy Act 2002
enable health services to lawfully collect, store,
access, amend, use and disclose personal health
information in prescribed circumstances.

See Section 2.2 Summary of the HPPs.

There are, however, other pieces of legislation which
impose specific controls on when and how information
can be used and disclosed or allow for use and
disclosure of information in certain circumstances.
NSW Health also has a range of policies that impact
on the use and disclosure of certain information.

A summary is set out below.

4.1.1 General secrecy provisions

NSW Health staff should be aware that almost

all information (both personal and non-personal
information) they have access to is subject to
legislative provisions called ‘secrecy’ or
‘non-disclosure’ provisions. For example, see
section 22 of the Health Administration Act 1982,
section 189 of the Mental Health Act 2007 and
section 130 of the Public Health Act 2010. These
provisions make it an offence to disclose information
unless specified criteria are met. In general, these
criteria include disclosures made in connection with
the administration of the heath related legislation, or
with the consent of the person from whom the
information was obtained or with other lawful excuse
(e.g., pursuant to a court order) or in circumstances
prescribed by regulations.

4.1.2 Mental health

The Mental Health Act 2007 governs the way in
which the care and treatment of people in NSW is
provided to those people who experience a mental
illness or mental disorder.

Division 2 of Chapter 4 of the Mental Health Act 2007
deals with information sharing in the context of care
and treatment. This division deals with sharing
information with the patient, their carer or
representative at a Mental Health inquiry or before
the Mental Health Review Tribunal relating to
medication, mental health inquiries, detention,
movements, reclassification, and discharge of
patients. There are also specific provisions giving
primary carers the right to certain information,
particularly in relation to notification of detention,
ongoing care, and discharge planning.

Where patients are detained in a mental health
facility, their legal representatives require access to
the patient’s records in order to properly represent
the patient.

NSW Health has also entered into a memorandum of
understanding (MOU) with the NSW Police Force in
relation to mental health emergencies. This MOU
provides for the collaborative management of
persons who have a mental illness or mental
disorder, or who exhibit behaviours of community
concern and provides practical guidance on the
circumstances when personal health information
can be shared with the NSW Police Force, and
examples of the types of relevant information that
may be shared.

7
% Further guidance:

* NSW Health - NSW Police Force Memorandum of
Understanding 2018

* Right to access medical records by legal
representatives - Mental Health Review Tribunal
hearings (IB2018_019)

* Mental Health Act 2007 Guidebook, February 2023

* Amendments to the NSW Mental Health Act (2007)
— Carers and families

* Section 11.2.8.2 What sort of information can
be provided? (to law enforcement)
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4.1.3 Serious adverse event reviews

The Health Administration Regulation 2020 allows
disclosure of information in certain circumstances
where it is necessary to investigate a reportable
incident or for the conduct of a serious adverse
event review (such as a Root Cause Analysis).

Z)
% Further guidance:

* NSW Health Incident Management Policy
directive (PD2020_047)

4.1.4 Epidemiological information

The Health Administration Regulation 2020

and the Public Health Act 2010 allow the Health
Secretary or the Chief Health Officer to authorise
the release of epidemiological information
subject to various conditions.

2)
% Further guidance::

« PD2015_037: Data Collections - Disclosure of Unit

Record Data held for Research or Management of

Health Services
e Section 15.14 - NSW data collections

4.1.5 HIV/AIDS-related information

An important confidentiality provision in the Public
Health Act 2010 deals specifically with ‘HIV/AIDS-
related information’. See Section 11.2.3.4 for
information on the Public Health Act 2010 limitations
imposed on the disclosure of information indicating
a person’s HIV status, and information that a person
has undergone an HIV test.

2)
Cé Further guidance:

* NSW Health Guide to Managing HIV Information
(IB2019_004)
* Section 15.9.6 - Managing public health risks

* 11.2.3.4 Public Health Act 2010 limitations on
disclosure of information indicating a person’s
HIV status

4.1.6 Children and Young Persons (Care and
Protection) Act 1998 (NSW)

Health staff have mandatory reporting obligations
to report children at risk of significant harm under
the Children and Young Persons (Care and Protection)
Act 1998.

Chapter 16A of the Children and Young Persons
(Care and Protection) Act 1998, facilitates the
exchange of information between prescribed
agencies for the safety, welfare and wellbeing

of a child or young person. Exchange of information
in accordance with Chapter 16A does not constitute
a breach of privacy laws. For further information
about privacy and child protection, see section
11.3.2 Child protection.

)
% Further guidance:

* Section 11.3.2 Child protection

4.1.7 Crimes (Domestic and Personal
Violence) Act 2007

Part 13A of the Crimes (Domestic and Personal
Violence) Act 2007 deals with exchange of
information between prescribed agencies. See
section 11.3.5 for further information.

4.1.8 Privacy Act 1988 (Cth)

The Commonwealth privacy legislation is limited

to the regulation of the Commonwealth public
sector and the private sector, including GPs

and non-government organisations. Its provisions
relating to health information do not generally apply
to NSW Health organisations.

NSW Health agencies should be aware that
Commonwealth privacy legislation may bind non-
government organisations and private sector health
providers (such as individual health practitioners,
private hospitals, and researchers), and so may be
relevant to the way these individuals and
organisations interact with NSW Health. These
organisations (unless an exemption applies) are
required to comply with the Australian Privacy
Principles defined by the Commonwealth
legislation, which are similar but not identical to the
HPPs.

If a Commonwealth agency engaging in a data
sharing arrangement with a NSW Health agency
has specific requirements regarding the
management of personal health information held by
the Commonwealth agency, they should identify the
specific Australian Privacy Principle(s) and advise
NSW Health of any additional protections required.
In general, the NSW privacy legislation is largely
consistent with the Commonwealth privacy
legislation, and therefore it is not anticipated

that there will be any barriers within the separate
pieces of legislation for data-sharing arrangements
to be developed.
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Health services should always be mindful that
disclosures to Commonwealth agencies, as with
all other agencies, must meet the standard limits
for disclosure under the Health Records and
Information Privacy Act 2002.

4.1.9 Mandatory reporting under
Commonwealth legislation

The Privacy Act 1988 also imposes mandatory
requirements to report serious breaches of privacy
to the Office of the Australian Information
Commissioner (OAIC) and affected parties.

This does not apply to most information under the
control of NSW Health as NSW Health organisations
are largely exempt from the requirements of the
Privacy Act 1988.

NSW Health is only subject to mandatory data breach
notification requirements under the Privacy Act 1988
for breaches relating to Tax File Numbers (TFNs).

Local Health Districts and Specialty Networks
should also be aware of reporting obligations that
apply in relation to cyber incidents under the
Security of Critical Infrastructure Act 2018.

2)
Cé Further guidance:

* |PC Fact sheet - NSW public sector agencies and

data breaches involving tax file numbers

* Section 11 Using and disclosing personal health
information (HPPs 10 and 11)

» Oside of NSW (HPP 14)
* Section 14.4 Responding to data breaches

4.1.10 Statutory Tort for Serious Invasions
of Privacy

On 10 June 2025, the new Commonwealth statutory
tort for serious invasions of privacy (the ‘privacy
tort’) came into effect following the commencement
of changes to Schedule 2 of the Privacy Act 1988
(Cth).

Essentially, a tort is a civil wrong (as distinct from a
criminal offence) whereby one party causes loss or
harm to another. The person affected, known as the
plaintiff, can take legal action to seek
compensation or other remedies.

The new privacy tort allows individuals to take legal
action against a defendant if:

* The defendant invaded the plaintiff’s privacy by
intruding upon the plaintiff’s seclusion (such as
physically intruding into another person’s private
space, or watching, listening to, or recording their
private activities) or misusing information which
relates to the plaintiff, and

* There was a reasonable expectation of privacy,
and

* The invasion of privacy was intentional or
reckless, and

* The invasion of privacy was serious, and

* The public interest in the plaintiff’s privacy
outweighed any countervailing public interest
(such as the prevention and detection of crime
and fraud, the proper administration of
government or public health and safety).

There are a number of exemptions or defences that
apply, including specific exemptions for State
authorities and their staff where the conduct occurs
in good faith in the exercise (or purported exercise)
of official powers or functions.

NSW Health organisations and staff should be
aware that by following NSW privacy legislation and
internal policies, they will generally be protected
from liability under the new privacy tort.

4.1.11 My Health Records Act 2012 (Cth)

My Health Record is Australia’s national electronic
medical record system. All Australians have a My
Health Record, unless they choose not to have one.
For information about privacy aspects of My Health
Record and HealtheNet, please see 16.8.1 Mandatory
security and access requirements.

7
Cé Further guidance:

* Section 14.4 Responding to data breaches
* Section 16.8 My Health Record

+ My Health Record Security and Access Procedure
(PD2019_054)

- HealtheNet and My Health Record Clinical Guide

4.1.12 National Disability Insurance Scheme
Act 2013 (Cth)

The National Disability Insurance Scheme Act 2013
(NDIS Act) includes privacy provisions that apply to
information about a person that is or was held in the
records of the National Disability Insurance Agency
(Agency) and information to the effect that there is
no information about a person held in the records
of the Agency. This information is referred to as
‘protected Agency information’ in the NDIS Act.

The privacy provisions in the NDIS Act also apply to
‘protected Commission information’ which includes
information about a person (including a deceased
person) that is or was held in the records of the
NDIS Quality and Safety Commission.

For example, NDIS Plans fall within the definition of
‘protected Agency information.” Consideration must
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be given to the strict privacy requirements under
Chapter 4 Part 2 of the NDIS Act before NDIS Plans or
information that is ‘protected Agency information’
or ‘protected Commission information’ is used or
disclosed for purposes other than those under

the NDIS Act.

If NDIS providers approach a health organisation
for NDIS information or other patient health
information, the health organisation should have the
patient’s written consent to release this information.

The Agency has a range of guidelines and
supporting information about privacy and consent
(including consent forms).

The NDIS operational guideline “Your privacy and
information” describes how participant information
is collected, used, kept secure and disclosed
according to the Privacy Act 1988 and the NDIS Act.
The consent forms that the guideline refers to are
available on the NDIS website. If information is
required from the Agency, staff are advised to
obtain written consent from the participant for
the Agency to exchange information with all staff
employed by a local health district rather than just
an individual staff member.

There is also a NDIS information sharing protocol
that guides the release by the Agency to state and
territory agencies. See: Sharing information about
participants, prospective participants and providers
with third parties. This protocol acknowledges a
limited set of circumstances where information
may need to be released by the Agency without
the participant’s explicit consent, such as a person
being admitted to hospital who is unable to provide
consent and does not have a known authorised
representative. This is essentially an ‘emergency
scenario’ and may be supported under NSW privacy
legislation and the NDIS Act. The protocol gives
guidance and tools to seek release of information
in these circumstances.

In addition, if a subpoena requests NDIS-specific
documents (e.g. a patient’s NDIS Plan) it is
appropriate to refer the requestor to the

Agency as the owner of the document.

2)
Cé Further guidance:

* NDIA, Sharing information about participants,
prospective participants and providers with

third parties
* NDIS Consent forms

4.2 Other laws regulating
information management

4.2.1 State Records Act 1998 (NSW)
The State Records Act 1998 provides for the
creation, management, and protection of the
records of public offices of the State and for
public access to those records.

The State Records Act 1998 overlaps with the
Health Records and Information Privacy Act 2002

in relation to the retention and disposal of records
held by public sector agencies and public access
to those records.

Public sector agencies must comply with the
requirements of both Acts.

Z)
Cﬁ Further guidance:

* Section 9.1 Retention and disposal of personal
health information

4.2.2 Government Information (Public
Access) Act 2009 (NSW) (GIPA Act)

The GIPA Act allows any person to apply for access
to any information held by government. It is
different from the Health Records and Information
Privacy Act 2002 as it is designed to facilitate open
and transparent government and is not restricted to
personal information, whereas privacy laws are
designed to provide individuals with greater
knowledge and control over their own information.
Under a GIPA Act application or privacy request,
staff details including name and work contact
details, may be released to the applicant or
complainant. Where there are concerns for safety,
they should be addressed on a case-by-case basis.
For further information about privacy and the GIPA
Act, see section 12.2 Interaction of privacy law and
the GIPA Act.

Z)
Cé Further guidance:

* Section 12 Patient access and amendment
(HPPs 6, 7 and 8)

* Government Information (Public Access) Act 2009
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4.3 Common law, professional
and other obligations to
protect privacy

The Health Records and Information Privacy Act 2002
requires staff to protect the privacy of health
information and the Privacy and Personal Information
Protection Act 1998 requires staff to protect all other
personal information, such as staff records.

Section 68 of the Health Records and Information
Privacy Act 2002 provides offences for public sector
officials who intentionally disclose or use health
information without authorisation. Penalties include
a fine of up to $11,000 or imprisonment for up

to 2 years, or both. The Privacy and Personal
Information Protection Act 1998 also contains

a similar offence.

4.3.1 Duties of confidentiality

Health care providers also owe patients a common
law duty of confidentiality in relation to information
obtained as part of the treating relationship. The
duty is based in part on contract law and on the
‘fiduciary duty’ of an individual practitioner to his or
her patients. The duty is not absolute and there are
circumstances where a provider may disclose the
information without breaching common law duties.
These exceptions are similar to the main exceptions
in the Health Records and Information Privacy Act
2002 relating to consent, threats to health and
safety, law enforcement and requirements of

other legislation.

Although these common law obligations continue
to apply to individual health professionals, the
provisions of the Health Records and Information
Privacy Act 2002 have in effect replaced the
common law regarding personal health information
for most NSW Health purposes.

4.3.2 NSW Health Code of Conduct

The NSW Health Code of Conduct (PD2015_049)
defines standards of ethical and professional
conduct that are required of everyone working in
NSW Health. Chief Executives are responsible for
ensuring that the Code is promoted throughout
their agency.

The NSW Health Code of Conduct (PD2015_049)
requires a standard of behaviour which
demonstrates respect for the rights of the
individual and the community and maintains public
confidence and trust in the work of the public
health system. Section 4.5 of the Code of Conduct
includes requirements for observing the privacy,

confidentiality and security of information obtained
during employment within NSW Health. Staff must
maintain the security of confidential and/or
sensitive official information. Staff must:

Keep confidential all personal information and
records, including not discussing or providing
information on social media that could identify
patients or divulge patient information

* Not use or release official information or records
without proper authority

* Maintain the security of confidential and / or
sensitive information, including that stored on
communication devices

* Not disclose, use, or take advantage of
information obtained in the course of official
duties, including when they cease to work in
NSW Health.

4.3.3 Registered health professionals

Most health professional groups are registered
under the Health Practitioner Regulation National
Law. This health professional registration legislation
provides a basis for clinical and professional
standards based on definitions of ‘unsatisfactory
professional conduct’ and ‘professional
misconduct’. Breach of the duty of confidence owed
by a health practitioner to a patient may constitute
unsatisfactory professional conduct or professional
misconduct and may therefore be subject to
disciplinary action.

Various professional codes of ethics also require
that confidentiality of personal information be
maintained. Although such codes do not have the
binding authority of a statute, breaches may incur
disciplinary action for registered health
practitioners under the National Law. More broadly,
they reflect the prevailing view of proper conduct
among the health professions.

4.3.4 Disciplinary matters and ICAC
reporting

Privacy breaches committed by staff may require a
disciplinary response and consideration of
notification to the Independent Commission Against
Corruption (ICAC). Legal advice should be sought
from the Ministry of Health in relation to serious
breaches that may require referral for prosecution.

It is important that there is coordination of the
privacy response, the staff misconduct response
and consideration of the ICAC response across the
organisation. These functions are generally
performed by the Privacy Contact Officer, human
resources and Internal Audit teams respectively.
Actions taken should be commensurate with the
nature, scale, and seriousness of the breach.
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Referral of staff to human resources for
investigation, under NSW Health Policy directive
Managing Misconduct (PD2018_031), must be
considered in any instance of unauthorised staff
access to personal or health information where
a staff member knows that this conduct is
unauthorised.

All staff working for NSW Health are bound by the
Independent Commission Against Corruption (ICAC)
Act 1988 (NSW). Corrupt conduct includes where a
staff member knowingly and intentionally accesses,
uses or discloses information held by a health
service for a purpose outside of work duties.

This may also constitute an offence under the
CrimesAct 1900, the Health Records and Information
Privacy Act 2002 and the Privacy and Personal
Information Protection Act 1998. Principal Officers
of NSW Health agencies are required to report all
instances of corruption to ICAC where there is a
reasonable suspicion that corrupt conduct has,

or may have, occurred.

Z)
Cé Further guidance:

* NSW Health Policy directive, Managing
Misconduct (PD2018_031)

* NSW Health Code of Conduct (PD2015_049)

* NSW Health Policy directive, Corrupt Conduct -

Reporting to the Independent Commission
Against Corruption (ICAC) (PD2016_029)

e Section 14 Complaints handling and responding
to breaches
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5 Key concepts

Privacy law uses a range of general terms and
concepts. In many instances, these concepts will
help you decide if the legislation applies to the
activity you are pursuing or determine how you
should act in dealing with personal health
information. Some of the most important concepts
are set out below.

5.1 Health information

Health information is personal information or an
opinion about:

* aperson’s physical or mental health or disability,
or

* aperson’s express wishes about the future
provision of health services for themselves, or

* a health service provided, or to be provided,
to a person.

Any personal information collected for the
purposes of the provision of health care will
generally be ‘health information.” Health information
also includes personal information that is not itself
health-related but is collected in connection with
providing health services or collected in association
with decisions to donate body parts, organs or body
substances.

The Health Records and Information Privacy Act 2002
also specifically includes personal information

that is genetic information about an individual that
predicts or could predict the health of the individual
or of their genetic relatives. A genetic relative
means a person who is related to an individual by
blood, for example, a sibling, parent, or descendant
of the individual. See Section 11.2.3.5 Genetic
information.

An Individual Health Identifier (IHI) issued by the
Commonwealth under the Healthcare Identifiers Act
2010 is also health information.

Under the Health Records and Information Privacy
Regulation 2022, a health service includes:

* services provided by an accredited chaplainin a
public hospital or a health institution controlled
by a public health organisation, and

* research services conducted by or on behalf
of the Ministry, the Health Administration
Corporation, a public health organisation or
public hospital, the Cancer Institute (NSW) or
research services conducted by another
organisation pursuant to an agreement with the
Ministry, the Health Administration Corporation,
a public health organisation or public hospital or
the Cancer Institute (NSW).

The Health Records and Information Privacy Act 2002
uses the term ‘health information’ to mean health
information that is also personal information -
meaning it identifies or could potentially identify an
individual. This Manual has, however, adopted the
term ‘personal health information,” to emphasise
that neither the Health Records and Information
Privacy Act 2002 nor the Manual regulates the
collection, use or disclosure of other health-related
but non-identifying information, such as
de-identified and statistical data. The requirements
of the Manual do not need to be followed in relation
to this type of information. However, to de-identify
personal health information the HPPs must be
complied with.

Z7)
Cﬁ Further guidance:

* NSW Health Policy Directive, Data Collections -
Disclosure of Unit Record Data for Research or
Management of Health Services (PD2015_037)

* See section 5.3, De-identified information

* Section 11.2.5 Management, training, or research
HPPs 10 and 11 (1) (d), (e) and (f)

5.2 Personal information

Personal information is defined in Section 4 of
the Privacy and Personal Information Protection
Act 1998 as:

‘Information or an opinion (including information
or an opinion forming part of a database and
whether or not recorded in material form) about
an individual whose identity is apparent or can
reasonably be ascertained from the information
or opinion.’

If a person’s identity cannot be ascertained from
the information it will NOT be personal information,
and the privacy laws will not apply.

Unique identifying information such as name and
address, photographs, biometric information,
including fingerprints and genetic characteristics,
are ‘personal information.” A range of other
information can also become personal information,
if it is viewed in combination with other information,
which together is sufficient to allow a person’s
identity to be ‘reasonably ascertained.’
Characteristics which may fall into this category
include age, date of birth, ethnicity, location, and
diagnosis. The potential for these types of general
information to become identifying is higher when
dealing with a small population or dealing with
unusual or rare clinical conditions.

NSW Health | Privacy Manual for Health Information

21


https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-2002-071
https://www.legislation.gov.au/Details/C2017C00239
https://www.legislation.gov.au/Details/C2017C00239
https://legislation.nsw.gov.au/view/html/inforce/current/sl-2022-0467
https://legislation.nsw.gov.au/view/html/inforce/current/sl-2022-0467
https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-2002-071
https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-2002-071
https://legislation.nsw.gov.au/view/whole/html/inforce/current/act-2002-071
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2015_037
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2015_037
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2015_037
https://legislation.nsw.gov.au/view/html/inforce/current/act-1998-133
https://legislation.nsw.gov.au/view/html/inforce/current/act-1998-133

Example

States and Territories are asked to provide
information for a national data collection, covering
certain conditions in a specific area of medicine.
The collection does not intend to collect ‘personal
information,” but only the numbers per state and
clinical information. Given the information is neither
identifying nor potentially identifying, privacy laws
do not need to be considered when determining
whether to participate in the collection.

Another similar data collection is proposed, this
time seeking more details of certain rare genetic
conditions. In this case, the rare occurrence of
these conditions and the additional information
requested may be sufficient to identify specific
individuals with these types of conditions. As a
result, privacy law, and the grounds allowing
disclosure in HPP 11, would need to be considered
in deciding whether to participate and provide data.

The definition of personal information is much
broader than that of personal health information and
is regulated by the Privacy and Personal Information
Protection Act 1998. The legislative requirements

for managing general personal information are
different from the requirements for managing
personal health information and are not covered by
this Manual. Guidance for NSW Health staff on the
management of personal information is contained in
the NSW Health Privacy Management Plan.

2)
% Further guidance:

* NSW Health Privacy Management Plan

The obligations under privacy legislation apply to
anyone who ‘holds’ information. A health service
holds personal health information if the information
is in its possession or control. This includes situations
where the information is not stored on the
organisation’s premises but is available and access
to the information is controlled by the health service.

Privacy laws also extend the coverage of privacy rules
to information related to a deceased person for up to
30 years after their death.

Privacy legislation specifically excludes certain

information from the definition of ‘personal

information.” For example:

* information that is generally available to the
public, for example in a publication, library, or the
NSW State Archives

¢ information that is protected under other laws,
such as a Public Interest Disclosure, information
about a witness on a protected witness program
or information obtained under certain special
police operations.

5.3 De-identified information

De-identified information is information or opinion
about a person whose identity is not apparent and
cannot be reasonably ascertained from the
information or opinion.

If there is a reasonable chance that the information
is potentially identifiable or re-identifiable, it cannot
be classified as de-identified. Whether information
can be considered de-identified will be dependent
on the specific circumstances which arise in

any disclosure.

Example

Data on small or unique groups, particularly in
rural areas, may not be de-identified even where
identifiers have been stripped. A person’s identity
may be apparent where neither their name nor

an image or photograph is available, but the
information about the person is such that it

could be unique enough to identify them. For

this reason, care needs to be taken when managing
the de-identification of any personal or health
information, particularly in small or unique groups.

Data on a rare cancer when analysed from a
state-wide perspective may not be identifiable
5but when viewed at District level or in a smaller
data cohort, then patient identity may be
identifiable, in which case the Health Privacy
Principles should be applied.

The Commonwealth’s Office of the Australian
Information Commissioner (OAIC) suggests the
following approach in satisfying a requirement for
de-identification: De-identification involves two
steps. The first is the removal of direct identifiers.
The second is taking one, or both, of the following
additional steps:

* the removal or alteration of other information that
could potentially be used to re-identify an
individual (DOB, MRN or other unique identifiers,
for example) and/or

* the use of controls and safeguards in the data
access environment to prevent re-identification

De-identified information is exempt from privacy
laws and from the requirements of this Manual, but
care should be taken to consider any potential risks
of re-identification, particularly in circumstances
where the data context changes. The Health Privacy
Principles do not apply to de-identified information.
However, using or disclosing health information

for the purpose of de-identification (e.g. for
research, training and management of health
services) must be in accordance with the HPPs

and any relevant Statutory Guidelines issued by
the Privacy Commissioner.
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2)
Cé Further guidance:

« A framework for data de-identification,
OAIC and the CSIRO

* Fact sheet: de-identification of personal information,
Information and Privacy Commission (IPC)

* Privacy issues and the reporting of small
numbers, HealthStats NSW, NSW Health

5.4 Consent

Consent is an important element in health care
provision and in dealing with health privacy issues.
Obtaining consent to collect, use and disclose
health information for certain purposes represents
good clinical practice as it involves patients directly
in their health care decisions. It provides a
mechanism for exchange of information about
both the patient’s wishes and personal perspective
and the clinical or other issues which may indicate
to their service provider that information should

be shared.

5.4.1 Elements of consent

* Consent should be informed. That is, there must
be reasonable efforts to ensure that the person
concerned has the information they need to
understand what they are consenting to, why it
is necessary or desirable, and the risks involved
and consequences both of giving and withholding
consent.

* |In order to be informed, the consent should also
be reasonably specific. Reliance on general
or blanket consents can be problematic if the
patient later indicates they were not informed
of the particular usage proposed.

* Consent should be freely given. That is, the
person must not be coerced, pressured, or
intimidated. They should not feel they have no
choice or that they do not have enough time to
make up their mind.

* Consent should only be sought from a person
who has capacity to consent (see Section 5.5
Test for capacity).

* Consent should be timely. The validity of the
consent is dependent on the patient’s
expectation. For example, if it is a standard
consent for all patients, the validity may be
12 months or longer if the patient is accessing
ongoing services. However, if the consent is for
a specific use and disclosure of information, the
recommended timeframe is 3 months. The
validity of consent is more likelyto be questioned
where a lengthy period of time has passed, or the

patient’s personal situation has changed so
markedly that there are grounds to suggest their
views may have changed.

» Consent can be obtained in writing or verbally in
person or by audio-visual link, but when obtained
verbally should always be recorded, for example,
by a notation in the patient’s health record.
Reasonable steps must be taken to ensure that
the reason that we are obtaining consent is
clearly articulated in the terms of the consent..

5.4.2 Implied consent

Implied consent means that a person has not
explicitly, either verbally or in writing, given

their agreement, but through their conduct or
behaviour have ‘implied’ their consent. Sometimes,
by consenting to one action, a person will have
impliedly consented to a range of other related
activities which may include the sharing of some

of their personal health information. The application
of implied consent is limited. It will generally only
arise in situations where a person’s consent to
treatment can be implied to include consent to
other uses and disclosures of information necessary
to provide the care.

Example

A patient provides a detailed consent to medical
treatment. This consent includes consent for

a range of pathology tests required to be
performed as part of the episode of care. In
doing so, the patient is also giving an implied
consent for any information necessary to have
the test performed to be provided to the
pathology service provider, and if pathology
results require action, the pathology service
will convey the positive result to the appropriate
service provider or identified specialist service
responsible for follow up with the patient as
part of the continuum of care.

Z)
Cé Further guidance:

* NSW Health Consent to Medical and Healthcare
Treatment Manual (Consent Manual)
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5.4.3 Express consent

Express consent generally requires documentation
showing specific and clear intention on the part of
the patient. Express consent means consent that
is clearly and unmistakably communicated so that
it is clear to the patient (or their representative)
what they are consenting to. The organisation
must have gone to the individual concerned (or
their representative) and obtained an express
consent that is precise as to the kind and contents
of the information to which the consent relates.

This requirement could be met by a formal written
consent, including a handwritten signature, an oral
statement, or use of an electronic medium or voice
signature to signify agreement, provided the
description of the activity being consented to is
accurate, precise, and clearly expressed. The
Health Records and Information Privacy Act 2002
requires ‘express consent’ from the patient in the
following circumstances:

e under HPP 4, where a person can waive their
right to be given information regarding the
collection of their personal health information
(see Section 7.4.1.2 The person waives their right
to be told); and

e under HPP 15, where a person expressly
consents to participate in an electronic health
records linkage system (see Section 13.3 Linkage
of health records (HPP 15]).

In circumstances where an oral statement is made,
it must be recorded or documented in a record.

5.4.4 Deciding if consent is needed

Privacy law recognises there is a range of
circumstances when consent is not required to
lawfully use or disclose personal health information.
The most important examples include where:

* the health service is using or disclosing the
information for the primary purpose for which it
was collected (see Section 11.1 Use and disclosure
for the ‘primary purpose’);

* the health service is using or disclosing the
information for a directly related secondary
purpose, and the patient would reasonably
expect that use or disclosure. Reliance on a
‘directly related purpose’ depends on what the
patient would expect to happen to his or her
information. As such it is important to ensure
information about how the health service uses
and discloses information is readily available for
patients (see Sections 7.4 Informing individuals
about what is collected (HPP 4), 11.2 Use and
disclosure for a ‘secondary purpose’, and the
NSW Health Privacy Leaflet for Patients.

* the health service is lawfully authorised or
required to use or disclose the personal health
information (See Section 11.3 Use and disclosure
authorised by law (HPPs 10(2) and 11(2])

Some examples of when patient consent is not
required include where:

* access to the information is being requested
under a court subpoena or search warrant;

* release of a discharge summary to a patient’s
GP (General Practitioner) where the patient
(or their authorised representative) has provided
the GP’s details;

» for current and future ongoing care and
treatment purposes where the patient has been
made generally aware that their information may
be used in this way;

* use and disclosure of a patient’s genetic
information is permitted to their genetic relatives
in certain circumstances prescribed in guidelines
issued by the NSW Privacy Commissioner,
Information and Privacy Commission NSW (see
Section 11.2.3.5 Genetic information and below).

These and other situations where use or disclosure
does not require consent are addressed in more
detail in Section 11.

Z7)
Cﬁ Further guidance:

* Information and Privacy Commission, Fact sheet,
Consent, and bundled consent, 2019

* Use and disclosure of genetic information
to a patient’s genetic relatives: Guidelines
for organisations in NSW

5.5 Test for capacity

5.5.1 General rule

A person cannot give consent or make other decisions
under privacy law if they do not have the necessary
capacity to do so. Incapacity can be due to age, injury,
or illness, or physical or mental impairment. While it is
a permanent condition for some people, it may be a
temporary condition for others.

The Health Records and Information Privacy Act 2002
establishes considerations for assessing capacity,
which provide that a person is incapable of giving
consent (despite the provision of reasonable
assistance by another person) if due to age,

injury, or illness, or physical or mental impairment
(temporary or otherwise), they:

* cannot understand the general nature and effect
of the matter they are being asked to decide on; or

* cannot communicate their intentions about
that matter.
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These considerations do not therefore impose
arbitrary rules (such as reaching a certain age)
dictating capacity. Rather, it requires a professional
assessment (generally from within the health
organisation) of the individual’s ability to make a
specific decision at a point in time. The complexity,
seriousness and long-term impact of any decision
will impact on the level of understanding required in
any particular case.

5.5.2 Minors

A minor is a person under the age of 18 years old.
When considering issues of access to, or disclosure
of, health records relating to minors, the treating
health practitioner should assess the maturity of
the patient, in particular their ability to understand
the content of the records and consequences of
their decision. The following principles can be used
as an age guide:

* Where a patient is less than 14 years of age,
consent (for access to, or disclosure of, the
child’s health record) given by a parent or legal
guardian is generally necessary. In some
circumstances, consent can be made by the
young person if he or she is considered by the
treating health practitioner mature enough, and if
this would be appropriate in the circumstances.

* Where the patient is between 14 and 16 years of
age, the young person is generally able to
consent to access to, or disclosure of, their own
health record. Effort should be made to seek the
consent of a parent or legal guardian unless the
patient indicates a strong objection, and this is
reasonable in the circumstances.

* Where the patient is 16 years of age or over, they
should generally be capable of consenting to
access to, or disclosure of, their own health
record for themselves.

Before disclosing the records of a minor, health
staff should consider the content of the record and
whether the minor may have any objections to its
release. Consideration should be given to consulting
with the minor prior to disclosure.

When deciding if a person has capacity, staff must
consider whether the person would be able to give
consent if given appropriate assistance. The
rationale for the decision as to whether a person
has capacity or not should be recorded in their
health record.

If a person, including a minor, does not have the
capacity to decide for themselves, an ‘authorised
representative’ can give consent on their behalf.

If an application for access to a minor’s health
information is received from a parent or guardian,
in addition to considering the minor’s capacity it is
also important to consider whether there are any
factors, such as risk of harm, which may mean
access to health information should be refused.
See 12.3.1 Reasons for refusing access.

Z7)
% Further guidance:

* Section 5.6.1.2 Where the health service is aware
that parents are divorced or separated

* Section 7.4.7 Youth-friendly privacy resources
While specifically related to consent to treatment,
there is further guidance on Minors and Consent in

the NSW Health Consent to Medical and Healthcare
Treatment Manual

5.6 Authorised representative

The concept of ‘authorised representative’ is an
integral component of health privacy law.

An authorised representative can make decisions
relating to access to, or disclosure of, health
records on the patient’s behalf where the patient
lacks capacity to make these decisions for
themselves (see Section 5.5 Test for capacity).

In order to ascertain who may act as a patient’s
authorised representative, health services should
not rely on the person indicated in the health record
as ‘person to contact’ or ‘next of kin." It is generally
necessary to review a patient’s health record to
determine who may be appointed as their
authorised representative, in accordance with

the hierarchy set out in the Health Records and
Information Privacy Act 2002 below (see Section 5.6.1
Definition of an authorised representative’).

Appropriate personal identification and any relevant
documentation (for example, current enduring
power of attorney, enduring guardianship
documents) should be provided prior to the
disclosure of, or access to, personal health
information relating to a patient.

Staff should liaise with the Health Information
Service for their health service for assistance
with this process.
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5.6.1 Definition of an ‘authorised
representative’

The Health Records and Information Privacy Act 2002
sets out the list of people who can be an authorised
representative on behalf of a patient who lacks
capacity. They are:

* someone who has an ‘enduring power of attorney
for the individual; or

e aguardian, including someone with ‘enduring
guardianship,” as defined in the Guardianship Act
1987, or

¢ if the individual is a child under 18, a person who
has parental responsibility for them. The Act
defines this as ‘all the duties, powers,
responsibility and authority which, by law,
parents have in relation to their children; or

* a ‘person responsible’ under Section 33A of the
Guardianship Act 1987 (see 5.6.1.1); or

* any other person who is authorised by law to
act for or represent the person.

Generally, the role of an authorised representative
lapses when the patient dies. Powers of attorney,
for example, have no effect after the person who
made them has died.

Z)
% Further guidance:

* Section 15.10 Deceased patients
5.6.1.1 Defining a ‘person responsible’

A ‘person responsible’ for an individual other than
a minor is determined by a hierarchy set out by
the Guardianship Act 1987, as follows:

* |f the person is under guardianship, the guardian
is the person responsible

e |f there is no guardian, an enduring guardian
appointed by the patient with authority to make
decisions regarding medical care

* If there is no enduring guardian, a spouse
(including a de facto spouse) with whom the
person has a close continuing relationship, and
who is not a person under guardianship, is the
person responsible

* |f there is no guardian or spouse, a person who
has the care of the patient unable to consent is
the person responsible. Such a person is
regarded to have the care of the patient if they
have provided, or have arranged to be provided,
domestic services and support otherwise than for
remuneration. Where the patient has been cared
for by a person in a nursing home, hostel,

boarding house, or other group accommodation,
that person does not have care of the person. In
such cases the patient remains in the care of the
person he or she was immediately with before
residing in the institution.

* |If there is no guardian, spouse, or carer, a close
relative, including adult children, or friend may
act as the person responsible provided they are
not receiving remuneration for any services
provided.

Despite the above hierarchy, the person responsible
for a minor will be:

* the person with parental responsibility under the
Children and Young Persons (Care and Protection)
Act 1998 for the minor,

* the Minister if the child is in the care of the
Minister, or

* the Secretary if the child is in the care of
the Secretary.

* Further, if the person is in the care of the
Secretary under s 13 of the Guardianship Act
1987, the Secretary is the person responsible.

In circumstances where a family member who is not
the authorised representative is seeking access to
the health records of a patient who is at the end of
their life and/or has lost capacity or is deceased,
consideration may be given to disclosure of health
information on compassionate grounds (see 11.2.10.)

Z7)
% Further guidance:

» Section 1 Definitions and acronyms
* Section 11.2.2.1 Where a third party seeks access

* Section 11.2.10 Disclosure on compassionate
grounds

* Section 12 Patient access and amendment
(HPPs 6, 7 and 8)

5.6.1.2 Where the health service is aware that
the parents are divorced or separated

Where the health service is aware that parents are
divorced or separated, ‘parental responsibility’ may
be altered. Consideration needs to be given to the
terms of any parenting order issued by the Family
Court, and a copy of the order should be retained
on the child’s health record. Parenting orders have
replaced custody and access orders and will set
out the responsibilities and role of each parent.

Where there is no parenting order, both parents
will retain parental responsibility for the children.
This means that both parents are independently
permitted to consent on the child’s behalf.
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Z)
Cé Further guidance:

e Section 5.5.2 Minors

* Section 12.3.1.3 The disclosure of personal
information about a child would not be in the
best interests of the child

* Section 12.5.1 Parenting orders

5.6.1.3 Next of kin

‘Next of kin” is a term sometimes used across the
health system to allow a patient to nominate their
partner or a relative. Typically, the name, contact
details, date of birth and relationship to the patient
of the ‘next of kin” are collected and recorded by
health facilities, sometimes together with a listed
‘person to contact’.

The Health Records and Information Privacy Act

2002 does not use or rely on the term ‘next of kin.’

It does not therefore give a ‘next of kin’ any authority
to make decisions on behalf of the patient. Where a
person is listed as a ‘next of kin’, the health practitioner
should check whether they are an authorised
representative (see above) before relying on that
person to make a decision on behalf of the patient.

The term ‘next of kin’ has legal effect only in
relation to deceased persons for some specific
purposes. The term may apply to organ donation,
coronial matters, autopsy consent, funeral
arrangements and property matters following a
person’s death, but it does not apply to decisions
that need to be made while the person is alive.

2)
Cé Further guidance:

* |dentifying the Carer at Patient Registration
(IB2019_031)

e Coroners Cases and the Coroners Act 2009
(PD2010_054)

5.7 ‘Reasonable’ and ‘practicable’

The Health Records and Information Privacy Act 2002
often qualifies requirements by reference

to what is reasonable or practicable. These are
concepts that cannot be readily defined as they

will vary depending on the particular circumstances
arising. There are however certain matters which
can be considered in deciding if something is
‘reasonable’ or ‘practicable’.

* Consider what most ordinary people (i.e. lay
people, not a health professional or expert) may
expect, or think acceptable, in this situation,
keeping in mind that expectations may vary
depending on a person’s culture and background.

* Consider the context, and all the surrounding
circumstances. Will the activity have a major
impact on the patient or others? Is a person’s
physical safety at risk? Is the issue urgent?

* In assuming that an action is reasonably
necessary, consider whether there are other ways
of achieving the desired result.

» Assess the cost and time involved in complying,
and whether they are appropriate having regard
to the benefits or risks.

* Do not assume that something is not reasonable
or practicable simply because it is inconvenient or
a nuisance (this is not an acceptable justification).

* Consider whether a course of action is evidence
based, rather than based on personal preferences
or biases.

5.8 ‘Sensitive’ information and
patient expectations

All personal health information is considered to be
sensitive personal information, dealing with matters
that are personal and which a patient will generally
expect to be shielded from public disclosure. The
terms of the Health Records and Information Privacy
Act 2002 are based on adopting and reflecting these
expectations. The Health Records and Information
Privacy Act 2002 does not classify certain types of
personal health information as being more sensitive
than other types. However, there may be other
statutory obligations that require certain types

of information receive a greater level of protection,
for example,

* HIV/AIDS-related information, see Section 4.1.5
* Adoption information, see Section 15.9.2

* Sexual assault communications privilege, see
Section 15.13.3

The Health Records and Information Privacy Act 2002
requires that personal health information be treated
in accordance with an individual’'s reasonable
expectations, and that reasonable steps are taken
to inform a patient of how he or she can expect
their information to be handled.

Health staff should be aware that some patients will
not share the same general expectations as other
patients for a variety of reasons, for example, if they
have previously received health care in a different
country, or if they are particularly sensitive about
aspects of their health care. Health staff should not
make assumptions about what a patient might
consider ‘sensitive.’

Health staff should make special efforts as are
reasonable in the circumstances to explain to
patients how patient information is generally
used and disclosed.
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Health services should manage an individual’s
personal health information in accordance
with privacy rules.

Z)
Further guidance:

* Section 7.4 Informing individuals about what is
collected (HPP 4)

* Section 11.2.1.2 ‘Reasonable expectation’

5.8.1 Specific health services

In the case of some specific health services, such
as genetics services or sexual health services, it
may be appropriate to manage personal health
information differently, given the more sensitive
nature of the information and the patients’
expectation as to how their personal health

information may be handled in these circumstances.

Z)
Cé Further guidance

* Section 15.9 Information-specific laws and
policies

5.8.2 Patient requests

In rare circumstances, a patient may make a special
request that their personal health information is not
used or disclosed for purposes as allowed by the
Health Records and Information Privacy Act 2002 and
described in this Manual. When health service staff
receive such a request, it will be situation specific
and the professional judgment of local health
service staff will be required to resolve such
requests, for example, it may be necessary to
balance the implications of meeting the request
with the capacity to provide safe and appropriate
health services.

7
% Further guidance:

* Section 11.2.1.3 Outside a patient’s ‘reasonable
expectation’

5.8.3 Non-personal ‘sensitive’ information

NSW Health agencies may hold sensitive
information which is not personal health
information, such as tender documents, private
hospital licensing information or documents
detailing government relations. These documents
require secure document management in
accordance with the State Records Act 1998
including the relevant General Retention and
Disposal Authority (GDA 21 Public health
administration records). This authority applies to
records created and maintained to support the
management and delivery of public health care
services and programs. Where, as in most cases,
these documents do not contain personal health
information, the terms of the Health Records and
Information Privacy Act 2002 and this Manual will
not apply.

The GIPA Act may also be relevant in circumstances
where members of the public seek access to this
type of non-personal ‘sensitive’ information.

Z7)
% Further guidance:

* Section 4.2.2 Government Information
(Public Access) Act 2009

* For GIPA enquiries contact the
Ministry of Health GIPA team.
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6 Responsibilities under privacy law

Policies and procedures are of little value if not
routinely observed in practice at the service level.
If a high level of information privacy is to be
maintained, a personal commitment is required
from health staff.

It is essential that health staff be made aware of
their individual rights and responsibilities in respect
of safeguarding the privacy of patient information.
Staff must only access patient information in

the course of their employment and for patient

care purposes.

Staff need to be informed about patients’ rights of
privacy and the processes in place to manage
access to information requests, queries, and
complaints (including their own rights of privacy).

The importance of common-sense privacy
precautions cannot be over-emphasised, such as
not discussing patients publicly in a manner that
would allow identification of individuals or small
groups, taking care to ensure the security of
information when working out of office or at home,
keeping passwords secure, not sharing log-in
details, and taking measures to ensure patient
information in electronic health record systems is
secure and protected from unauthorised access.
Staff should log out of their computers at the end
of every shift and secure any workstations when
they are not in use.

Staff should also be aware that they are not
authorised under privacy law to informally access
a family member’s or friend’s health information,
or even their own personal health information.
Such access is a breach of the NSW Health Code
of Conduct. All staff need to make a formal
application to their Health organisation’s Health
Information Service to seek access to these types
of records. If in doubt, check with a senior manager.
This is to prevent staff from accessing information
that is not related to their work and protects staff
from potential complaints that may be made.

6.1 Chief Executives
6.1.1 Key obligations

e to ensure all staff members are aware of the
requirements of this Manual;

* to ensure all staff members undertake
appropriate privacy training;

* to ensure all staff members have access to
appropriate material about their privacy
obligations, including the NSW Health Privacy
Leaflet for Staff, the Privacy Manual for Health
Information, and the NSW Health Privacy
Management Plan;

* to meet annual reporting requirements regarding
privacy compliance and applications for internal
review (see Section 6.7 Privacy annual reporting);

* to manage and appropriately escalate any data
and cyber security breaches and to comply with
the NSW Mandatory Notification of Data Breach
Scheme and other mandatory reporting
obligations;

* to understand any mandatory breach reporting
requirements relating to Tax File Numbers (see
Section 14.4) and the My Health Records Act 2012
(See Section 4.1.8);

* to designate a specific officer (or Privacy Contact
Officer) for the health service to whom requests
for guidance on information privacy should be
referred and who should support staff in
ensuring privacy policies and procedures are
observed.

Z)
Cé Further guidance:

* NSW Health Privacy Management Plan:
Information Bulletin (IB2023_012)

* Data Breaches involving Personal or Health
Information (PD2023_040)

* NSW IPC Mandatory Notification of Data
Breach Scheme

6.1.2 Staff training

Staff awareness of privacy issues should be
promoted in a routine and ongoing way. Methods
of doing this will vary, depending on the type of
information and other characteristics of the
local environment.

All staff should be provided with the NSW Health
Privacy Leaflet for Staff.

Staff should undertake privacy training to
understand their obligations in relation to privacy
principles and requirements. It is the responsibility
of health services to provide and promote such
training. Face-to-face training can be arranged

by contacting the local Privacy Contact Officer

or Learning and Development Unit.

Two privacy online training modules are also
available via the My Health Learning portal or the
NSW Health Education and Training Institute (HETI).
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6.1.3 Mandatory training

All NSW Health staff are required to complete
one privacy online training module and the
Cyber Security Fundamentals e-module as
part of their mandatory training requirements.

A newer module ‘Cyber Security Awareness

for NSW Health'’ is highly recommended and
complements the Cyber Security Fundamentals
module. It is a 35-minute e-module targeted to

all staff. The module is accessible via My Health
Learning and compulsory completion is determined
by the local Chief Executive of each health
organisation.

The mandatory privacy training module is entitled
‘Privacy module 1 - Privacy - It's yours to keep'.
This training module takes approximately

20 minutes to complete. Staff should undertake
this training as part of orientation within one
month of commencement as a NSW public

health system employee.

The second ‘My Health Learning’ privacy Module,
‘Privacy Module 2 - Handling Personal and Health
Information’, while not mandatory, is relevant to
any staff member who handles personal or
health information.

There are further courses available via My Health
Learning that have relevance to Privacy. The course
Use and Disclosure of NSW Health Data for the
Purpose of Analytics identifies the practices that
help maintain the privacy, integrity and security of
data held in NSW Health data collections. This
would be useful to any staff member using or
accessing NSW Health data collections. There is
also a course on ‘Privacy and Dignity’ which focuses
on ways to deliver greater privacy and dignity to
patients. Also available on My Health Learning is an
additional privacy module - Cyber S.A.F.E -
Information Privacy - Protecting Data.

7
% Further guidance:

¢ Mandatory Training - Criteria for Approval as
an NSW Health Requirement (PD2016_048)

6.1.4 Staff communication and alerts

Staff must also be informed and regularly reminded
of their responsibilities to respect and protect
patient privacy and confidentiality. This can be
achieved through a combination of staff induction,
staff meetings, training, staff newsletters, notices,
posters, and so on.

Building alerts, undertakings and notifications into
electronic systems may also assist to inform staff
of their privacy obligations. Providing staff with
brief privacy messages at critical decision points in
the system may be an effective way of reminding
staff of privacy obligations and ensuring privacy is
always considered.

Some examples of electronic notifications for NSW
Health staff are:

* Remember you must only access the information
necessary to fulfil your work duties. If in doubt,
check with your senior manager. For further
guidance, see: NSW Health Patient privacy’

* You are bound by strict privacy laws and NSW
Health privacy policies regarding access to, use
and disclosure of the personal health information
contained within the NSW Health system.

* The principal NSW Health privacy policy is the
NSW Health Privacy Manual for Health Information.

* The principal privacy law for patient information
is the Health Records and Information Privacy
Act 2002

* |If you suspect a breach of the privacy or security
of the NSW Health system, you should discuss
this with your manager, and consider contacting
the Privacy Contact Officer for your organisation.

See pro forma privacy undertakings on the NSW
Health intranet privacy webpage and NSW Health
Policy Directive, Use and Management of Misuse of
NSW Health Communications Systems

(PD2009_076).
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6.2 Privacy Contact Officer

Each health service should have a Privacy Contact
Officer (PCO) to facilitate compliance with privacy
law and NSW Health privacy policy in their

health service.

Privacy Contact Officers would usually be involved

with:

* Supporting staff

Acting as a first point of contact for staff
and members of the public for matters
related to privacy.

Supporting staff in implementing and following
privacy policies and guidelines, leading privacy
education, and promoting a privacy-aware
culture across the organisation.

e Liaison with NSW Information and Privacy
Commission

Acting as a first point of contact with the
NSW Information and Privacy Commission,
recognising that the chief executive is the
delegate signatory for all correspondence
with the Commission, the Secretary and
Deputy Secretaries.

* Internal Reviews, Appeals and Complaints

Ensuring privacy complaints and requests

for privacy internal review are dealt with in
accordance with the NSW Health Privacy
Internal Review Guidelines (GL2019_015) and
statutory requirements, recognising the role of
the Audit and Risk Management Committee
(ARMC) and Chief Audit Executive in oversight
of statutory compliance.

Notifying the Ministry of Health Privacy Contact
Officer of all HRIP Act internal reviews.

Notifying the Ministry of Health legal team of
all privacy internal reviews involving significant
legal matters.

Notifying the Ministry of Health legal team

of all NCAT appeals of privacy internal reviews
so that appropriate legal representation can
be arranged.

Z)
Cé Further guidance:

See section 14.3, NSW Civil and
Administrative Tribunal

See sections 5.6 and 7.11, Privacy Internal Review
Guidelines (GL2019_15)

Significant Legal Matters and Management

of Legal Services (PD2017_003)

Data breaches

Ensuring compliance with Data Breaches
involving Personal or Health Information
(PD2023_040)

Notifying all suspected data breaches
involving NSW Health information systems to
the Security Investigations Team of eHealth
NSW through either SARA or the State-Wide
Service Desk 1300 28 55 33, or by email:
EHNSW-IS-SECURITY-Incidents@health.nsw.

gov.au.

Advising staff on obligations to manage and
report certain privacy or data breaches as
corporate incidents under the NSW Health
Incident Management Policy directive
(PD2020_047)

Disciplinary matters

Referring incidents of unauthorised staff
access to personal or health information

to the organisation’s human resources unit

for consideration of disciplinary action (as
required by Managing Misconduct Policy
directive (PD2018_031) in circumstances where
a staff member accesses information knowing
that the access is unauthorised.

Privacy Annual reporting requirements

Preparing the organisation’s annual privacy
submission to the Ministry of Health, and
ensuring the information is published on
the organisation’s website in the specified
timeframes.

7
% Further guidance:

* Contact details for NSW Health Privacy
Contact Officers.
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https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2020_047
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2020_047
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2020_047
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2018_031
https://www1.health.nsw.gov.au/pds/Pages/doc.aspx?dn=PD2018_031
https://www.health.nsw.gov.au/patients/privacy/Pages/privacy-contact.aspx
https://www.health.nsw.gov.au/patients/privacy/Pages/privacy-contact.aspx

6.3 Other staff

6.3.1 Managers and supervisors

* should provide leadership and direction to ensure
the Manual is effectively implemented in the
units or by the staff they are responsible for

* should monitor the quality and effectiveness
of management and use of personal health
information and take appropriate action to
address any risks, gaps or shortcomings

* should ensure staff responsible for management
and use of personal health information have the
skills and support they need to effectively
comply with privacy law, including access
to privacy education and training

* should include privacy provisions in policies,
procedures and plans wherever appropriate

* should refer privacy complaints and requests
for privacy internal review to the Privacy Contact
Officer for the health service

* should be aware of local protocols as to when
to refer requests for access to and disclosure
of personal health information to the local
Health Information Service.

* where there is an incident, be aware of other
obligations arising under the:

- NSW Health Code of Conduct (PD2015_049)

- NSW Health Policy Directive Electronic
Information Security (PD2020_046)

- NSW Health Incident Management Policy
directive (PD2020_047)

6.3.2 Health care providers

* should take responsibility for implementing
and complying with the Health Records and
Information Privacy Act 2002 and this Manual
and for keeping up to date with any changes

* should refer privacy complaints or concerns
about handling of health information to the
Privacy Contact Officer for the health service.
See Section 14 Complaints handling and
responding to breaches.

6.3.3 Funding and grants administrators

* should ensure funding processes, conditions and
reporting requirements comply with privacy law

* should monitor the protection of personal health
information in programs and initiatives funded by
the public health system and initiate appropriate
action to address any risks or shortcomings

* should ensure a Privacy Impact Assessment
for new projects or initiatives is conducted,
where appropriate.

6.3.4 Information systems and information
technology (IT) managers

* should ensure that the development and
modification of IT systems comply with
privacy law

* should ensure that all documentation and
processes for IT policy, procedures and
governance are consistent with privacy law

* should ensure a Privacy Impact Assessment
for new projects or initiatives is conducted,
where appropriate

Z)
Cé Further guidance:

* |PC Guide to Privacy Impact Assessments in NSW

* NSW Health Policy Directive Electronic
Information Security (PD2020_046)

6.4 Contracted agencies

A responsible representative of a contracted
agency, where the service necessitates accessing
personal health information, should sign an
undertaking to comply with the Health Records
and Information Privacy Act 2002 or equivalent

law as part of the conditions of their contract.
The agreement should clearly set out responsibility
for data security in transit and requirements for
secure storage. Individuals working for the
contracted agency should also sign undertakings
where their tasks will involve direct access to
personal health information.

Any undertakings should be adapted to local needs
with consideration of the personal and health
information the individual may have access to for
the purpose of their role. Further guidance should
be sought from those supervising the staff (or
contractors) and prepared in consultation with the
Privacy Contact Officer for the health organisation
or Data Custodian for a recognised data set/asset.

Examples of key privacy criteria appropriate for
inclusion are as follows:

* an undertaking not to knowingly access any
personal health information unless such
information is essential to perform contractual
obligations properly and efficiently

* anunderstanding that access to, holding and use
of personal health information is subject to the
Health Privacy Principles contained in the
Health Records and Information Privacy Act 2002

* anundertaking to comply with the Health Privacy
Principles and relevant NSW Health policies
affecting the collection, holding, use or
disclosure of personal health information
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* an undertaking not to divulge any personal
health information regarding individual
persons, except as allowed by the Health
Privacy Principles

* an undertaking to follow other information
privacy and security procedures as stipulated
by NSW Health policies in relation to any
personal health information accessed during
contractual obligations

* anundertaking to ensure that, as far as is
possible, such information, whether in the form
of paper documents, computerised data or in any
other form, cannot be viewed by unauthorised
persons, and that the information is stored in
a secure and orderly manner which prevents
unauthorised access

e anundertaking to inform a supervisor/NSW
Health contact immediately in the event of any
breach of privacy or security relating to personal
health information accessed in the course of
contractual obligations.

The above criteria are set out in the NSW Health
Privacy Undertaking template and can be amended
or deleted as appropriate, depending on the role
and the types of information the staff member/
contractor will have access to. However, the general
obligations in the undertaking should not be
amended or deleted without advice from the
Ministry of Health legal team. If the staff member/
contractor has access to multiple systems or
datasets containing personal and health
information, consideration should be given to listing
each system or dataset in the undertaking.

Where possible, original source data should not be
sent off premises. Where this is necessary, detailed
records of source documents should be kept and
thorough checks made when returned to ensure
that all records are returned.

Z)
Cé Further guidance:

* NSW Health Privacy Undertaking template
*« NSW Health Data Governance Framework
(GL2019_002)

* Disclosure of unit record data by Local Health
Districts for research or contractor services
(PD2018_001)

6.5 Compliance tips

There are a number of ways health services can
support their staff to meet the obligations under
the Health Records and Information Privacy Act 2002.

Options include:

* Provide privacy education and training as part
of staff orientation

* Provision of further training when requested
or as necessary

* Include an overview of staff privacy obligations
and list of key privacy resources in staff
handbook or ‘Survival Manual’ for new staff
(see Section 6.6 NSW Health privacy webpage
and key privacy resources)

* Ensure all new staff receive and are given an
opportunity to read and respond to the Privacy
Leaflet for Staff

* Provide information sheets and posters for staff
providing contact details for privacy enquiries.
Ensure that all staff know to liaise with their
Privacy Contact Officer regarding privacy
complaints, including requests for internal review
(see Section 14 Complaints handling)

* Develop standard privacy undertakings for
staff and student access to health records,
in particular electronic health record systems

* Establish a Privacy Advisory/Working Group
to oversee privacy management within the health
service (to include Privacy Contact Officer,
Training Coordinator, Health Information
Manager, other interested staff)

* Maintain an up-to-date privacy information
webpage for your health service. The NSW
Health Privacy webpage can be used as an
example (see Section 6.6 NSW Health privacy
webpage and key privacy resources)
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6.6 NSW Health privacy webpage
and key privacy resources

The NSW Health Privacy webpage contains
resources to assist health services with interpreting
and complying with privacy law.

Key privacy resources include:
* NSW Health Policy Directive Electronic
Information Security (PD2020_046)

* NSW Health Privacy Internal Review Guidelines
(GL2019_015)

* NSW Health Privacy Management Information
Bulletin (IB2023_012)

* NSW Health Code of Conduct (PD2015_049)
* NSW Government Cyber Security Policy

« NSW Health Data Governance Framework
(GL2019_002)

¢ NSW Health Policy Directive, Use and
Management of Misuse of NSW Health
Communications Systems (PD2009_076)

* NSW Health Privacy Management Plan
¢ NSW Health Privacy Leaflet for Patients
¢ NSW Health Privacy Leaflet for Staff

* NSW Health Privacy webpage

6.7 Privacy annual reporting

To support NSW Health to meet its annual reporting
obligations, each NSW Health organisation is to
provide a submission to the Ministry of Health (via
email MOH-Privacy@health.nsw.gov.au) by 31 July
each year, outlining the actions it has undertaken

in relation to privacy management and compliance,
and details of privacy statistics, for the financial
year immediately prior. A template is distributed to
provide guidance on the content of the submission.

From 2024, information reported to the Ministry
is consolidated for inclusion in the NSW Health
Annual Report.

All NSW Health organisations are to publish their
own privacy management actions and statistics (as
included in the submission to the Ministry) on their
own internet websites after the NSW Health Annual
Report has been published on the NSW Health
internet website, and by no later than 30 November
of that same year (unless otherwise advised by

the Ministry).
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